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(57) Abstract 

A system and method for printing postage indicia, including a desired postage amount, onto a piece of mail. A user takes a 
postal dispensing device to, or establishes information communication with, an authorized agent of a postal authority in order to obtain a 
replenishment of the amount of postage stored within the portable postage dispensing device. A desired amount of postage is entered into 
the dispensing device by an authorized agent through a host processor-based system. The user is then able to access this stored postage 
at the user's location through a network of processor-based systems. By using the network of processor-based systems the user is able 
to couple the portable dispensing device to a first processor-based system and then allow distribution of postage amounts to multiple ones 
of the networked processor-based systems. These ones of the networked processor-based systems may then print an authorized postage 
indicia on a postal item. 



FOR THE PURPOSES OF INFORMATION ONLY 



Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT. 



AL 


Albania 


ES 


Spam 


LS 


Lesotho 


SI 


Slovenia 


AM 


Armenia 


Fl 


Finland 


LT 


Lithuania 


SK 


Slovakia 


AT 


Austria 


FR 


France 


LU 


Luxembourg 


SN 


Senegal 


AU 


Australia 


GA 


Gabon 


LV 


Latvia 


sz 


Swaziland 


AZ 


Azerbaijan 


GB 


United Kingdom 


MC 


Monaco 


TO 


Chad 


BA 


Bosnia and Herzegovina 


GE 


Georgia 


MD 


Republic of Moldova 


TG 


Togo 


BB 


Barbados 


GH 


Ghana 


MG 


Madagascar 


TJ 


Tajikistan 


BE 


Belgium 


GN 


Guinea 


MK 


The former Yugoslav 


TM 


Turkmenistan 


BF 


Burkina Faso 


GR 


Greece 




Republic of Macedonia 


TR 


Turkey 


BG 


Bulgaria 


HU 


Hungary 


ML 


Mali 


TT 


Trinidad and Tobago 


Bj 


Benin 


re 


Ireland 


MN 


Mongolia 


UA 


Ukraine 


BR 


Brazil 


IL 


Israel 


MR 


Mauritania 


UG 


Uganda 


BY 


Belarus 


IS 


tcelind 


MW 


Malawi 


US 


Untied States of America 


CA 


Canada 


IT 


Italy 


MX 


Mexico 


UZ 


Uzbekistan 


CF 


Central African Republic 


JP 


Japan 


NE 


Niger 


VN 


Viet Nam 


CG 


Congo 


KE 


Kenya 


NL 


Netherlands 


YU 


Yugoslavia 


CH 


Switzerland 


KG 


Kyrgyzstan 


NO 


Norway 


zw 


Zimbabwe 


CI 


Cfite d'lvoirc 


KP 


Democratic rjeopte's 


HZ 


New Zealand 






CM 


Cameroon 




Republic of Korea 


PL 


Poland 






CN 


China 


KR 


Republic of Korea 


PT 


Portugal 






CU 


Cuba 


KZ 


Kazakstan 


RO 


Romania 






CZ 


Czech Republic 


LC 


Saint Lucia 


RU 


Russian Federation 






DB 


Germany 


U 


Liechtenstein 


SD 


Sudan 






DK 


Denmark 


UK 


Sri Lanka 


SE 


Sweden 






EE 


Estonia 


LR 


Liberia 


SG 


Singapore 







WO 98/14909 PCT/US97/17875 



SYSTEM AND METHOD FOR RETRIEVING POSTAGE CREDIT OVER 

A NETWORK 



REFERENCE TO RELATED APPLICATIONS 

The present application is being concurrently filed with U.S. 
Application Serial No. 08/725,119, entitled "SYSTEM AND METHOD FOR 
REMOTE POSTAGE METERING" and U. S. Application Serial No. 
08/729,669, entitled "SYSTEM AND METHOD FOR DETERMINATION 
OF POSTAL ITEM WEIGHT BY CONTEXT," each having a common 
assignee, which applications are hereby incorporated by reference. 

The present application is a continuation-in-part of U.S. Application 
Serial #08/515,988, filed August 16, 1995, and entitled "SYSTEM AND 
METHOD FOR CONTROLLING THE STORAGE OF DATA WITHIN A 
PORTABLE MEMORY," which in turn is a continuation-in-part of U.S. 
Application Serial #08/263,751, filed June 22, 1994, and entitled "SYSTEM . 
AND METHOD FOR STORING, RETRIEVING AND AUTOMATICALLY 
PRINTING POSTAGE ON MAIL," which issued as U.S. Patent No. 
5,606,507 on February 25, 1997, which in turn is a continuation-in-part of 
U.S. Application, Serial #08/176,716, filed January 3, 1994, and entitled 
"SYSTEM AND METHOD FOR AUTOMATICALLY PRINTING 
POSTAGE ON MAIL," which issued as U.S. Patent No. 5,510,992 on April 
23, 1996. 
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TECHNICAL FIELD OF THE INVENTION 



This invention relates in general to a portable postage storage 
device that can be coupled to processor-based systems to receive and 
retrieve an amount of authorized postage and to enable the printing of an 
authenticating indicia. More particularly, the invention relates to a system 
and method whereby a first processor-based system retrieves postage credit 
contained within a portable postage storage device coupled to a second 
processor-based system. 
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BACKGROUND OF THE INVENTION 

Presently, it is common for individuals or businesses to have 
residing within their offices a postage meter rented from a commercial 
business. This arrangement is very convenient, since letters may be 
5 addressed, postage applied, and mailed directly from the office without 

requiring an employee to physically visit the U.S. Post Office and wait in 
line in order to apply postage to what is often a quite significant volume of 
outgoing mail, or to manually apply stamps to each piece of mail. 

Quite naturally, postage meters were developed to relieve the 

10 manual application of stamps on mail and to automate the above process. 
Nevertheless, a postage meter residing within an office is not as 
convenient and efficient as it may first seem to be. First, a postage meter 
may not be purchased, but must be rented. The rental fees alone are 
typically over twenty dollars per month. For a small business, this can be 

15 quite an expense to incur year after year. Second, a postage meter must be 
adjusted, serviced and replenished manually; e.g.. each day the date must 
be adjusted manually, periodically the stamp pad must be re-inked, and 
when the amount of postage programmed within the postage meter has 
expired, the postage in the meter must be replenished. To be replenished, 

20 a postage meter must be manually unplugged, placed into a special case 
(the meter is of a significant weight), and an employee must visit a U.S. 
Post Office to have the meter reprogrammed with additional postage. 
Upon arrival at the U.S. Post Office, a teller must cut the seal, replenish 
the meter with a desired amount of postage, and reseal the meter before 

25 returning it to the employee. The meter must then be returned to the 
office and powered up. 

A slightly more expensive meter (rental of approximately $30.00 
more) works in the following manner: 1) a user sets up an account with 
the meter owner, 2) 7 to 10 days before a user requires more postage, the 

30 user deposits with the meter owner the amount of postage required, 3) the 
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user then calls the owner (7 to 10 days later) and they issue instructions 
as to the manual pushing of a variety of buttons on the meter 
(programming) which will replenish the postage amount on the meter. 
Nonetheless, the meter must be taken to the Post Office every 6 months. 
5 Thus, in addition to the monthly rent, the servicing and 

replenishing of the meter requires the time and expense of at least one 
employee to take the meter to the U.S. Post Office to have it replenished. 
Of course, this procedure results in down-time wherein the postage meter 
is not available to the business for the application of postage to outgoing 

10 mail. In addition, because of the monthly rent and the size of these 

devices, it is generally not practical for businesses to have more than one 
postage meter to alleviate this down-time. Lastly, there is nothing 
inherent in the postal meter system which inhibits fraud. 

As previously mentioned, the alternative to a business, especially a 

15 small business, is to forego the advantages of a postage meter and to buy 
sheets, or books, of stamps. Without a doubt, this is not a sufficient 
solution. Since a variety of denominations of stamps are generally 
required, applying two 32C stamps to a letter requiring only 40C, will begin 
to add up over time. Additionally, it is difficult for a business to keep 

20 track of stamp inventories and stamps are subject to pilferage and 

degeneration from faulty handling. Moreover, increases in the postal rate 
(which seem to occur every three years) and the requirement for variable 
amounts of postage for international mail, make the purchase of stamps 
even more inefficient and uneconomical. 

25 Because of different postage zones, different classes of mail, 

different postage required by international mail and the inefficiency of 
maintaining stamps within an office, it is important to have an automatic 
postage system, such as the aforementioned inefficient and relatively 
expensive postage meter. 

30 Accordingly, there is a need in the art for a system and method that 

provides the automatic placement of postage on mail at locations other 
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than a U.S. Post Office, while not requiring the use of a traditional postage 
meter. 

One major problem with any system in which a portable processor is 
used for controlling available values in a computer system, such as the 
5 amount of postage available to a user, is the maintenance of strict controls 
on the "filling" of the memory. Any such controls must have as a 
component the ability to create an audit trail and the ability to withstand 
unauthorized usage. 

Another problem facing any CPU based system with a portable 
10 processor to store postage is that the system should optimally interface 
with a user friendly operating environment that is flexible and can be 
coupled to other programs such as a word processing or graphics program. 

It is a primary object of this invention to provide a system and 
method to dispense postage in a secure manner so that it can be 
15 authenticated on a piece-by-piece basis. 

It is a further object of this invention to provide a system and 
method which allows for the external authentication of printed indicia 
from information obtained from the material upon which the indicia has 
been attached. 

20 Another object of the invention is to use a printed indicia based 

upon information contained in a portable processor which will provide 
management information via the indicia to the authenticating agency, such 
as a post office. 

Another object of the invention is to provide a system and method 
25 whereby various configurations of postage indicia can be input into the 
portable memory device. 

It is a further object of the invention to provide a system and 
method whereby the user can select from several configurations of postage 
indicia which the user desires to print on an item of mail. 
30 It is a still further object of the invention to provide a system and 

method whereby a user can import personalized, or customized, postage 
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indicia graphics into the interface program which allows a CPU to read a 
portable processor device. 

It is a still further object of the invention to be secured from outside 
attempts at reverse engineering, not only for the protection of the portable 
processor as a trade secret but so that the integrity of credits it dispenses 
is never in doubt. 
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SUMMARY OF THE INVENTION 

These and other objects and advantages are present wherein a 
portable device is constructed with a memory and having a processor 
controlling that memory. The device is arranged to communicate with a 
5 CPU, such as operable in a general purpose computer or PC, in order to 
exchange data and instructions therewith. 

The portable processor device has on board certain security related 
fields, such as the date and time, the balance, random number generators, 
a private cryptographic key number of transactions that have taken place 

10 on the device, and the serial number of the device. It may also have on 

board when the user initializes the device, information about the owner of 
the device including his/her name, the registration number and other 
information about the owner such as the user's address and password. 
When the device is used and a transaction is about to be debited 

15 from the device, the information about the transaction, such as the debit 
amount and other transaction information that is postage related, such as 
the addressee's ZIP code, the addressor's ZIP code, the recipient's address 
and name, the mail class, etc. These are all uploaded to the device from 
the PC. The processor stores them in memory, then it takes all of these 

20 packets of information, the security information, the owner information, 
date and time and the transaction information, and encrypts them into a 
packet, using its own key which is on board the device (it is not given 
externally). Once the debit has taken place, the device gives data back to 
the PC in encrypted form. The PC then takes that information and 

25 packages it into an indicia in the form of a portable data file so that the 
encrypted information can then be authenticated by the authenticating 
agency after it has been delivered along with a document. If the object is 
not to print the indicia but to authenticate a transaction that is being 
transmitted electronically, then the packet is used for verification of the 
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electronic data. Typically, the verification occurs at a point remote from 
any connection to the PC or to the PC user. 

Although the portable processor device of the present invention may 
be coupled directly to a PC with which it is communicating, a preferred 
5 embodiment provides an information link for communication between the 
device and a PC without them being directly coupled. Thus, the device 
may be removably coupled to a node on a local area network (LAN) which 
provides information communication between the device and at least one 
PC. 

10 In yet another preferred embodiment of the present invention, the 

display screen coupled to the processor-based system employs a 
"WINDOWS* 1 type graphical user interface for interfacing with the user. 
Through the display screen, the program will request a password from the 
user and the amount of postage the user wishes to apply to a piece of 

15 outgoing mail or corresponding label for subsequent application to a 

package or envelope. The user will enter the desired amount of postage; 
the program will retrieve this postage stored within the portable processor, 
and the E-STAMP program will print postage indicia through a coupled 
printing device onto the outgoing mail or label. 

20 In still another preferred embodiment of the present invention, the 

program may be coupled to another process such as a word processing 
program, spreadsheet, graphic application, database, accounting package, 
or any other process residing within the processor-based system. As a 
result, the application of the postage indicia may be made in conjunction 

25 with these programs, which have the capability to print particular items of 
correspondance to be posted. 

Furthermore, the system may also be programmed to print the 
address, return address and postage indicia on correspondence, invoices, 
statements, or other items. This correspondence can then be placed in 

30 envelopes with cutouts or glassine paper at the appropriate areas so that 
the address, return address and/or meter stamp can be visualized through 
the envelope. 
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In another preferred embodiment of the present invention, the 
aforementioned portable processors are specially manufactured by Dallas 
Semiconductor for use in conjunction with programs, i.e., unique serial 
numbers specific to the program are embedded within each portable 
5 processor button. These serial numbers are then recorded in a user 
registration database for use by the Post Office and their associated 
scanning software, hereinafter referred to as "POSTAGESCAN™" software, 
to scan and verify letters. Thus, a form of security is provided since only 
the portable processors specially manufactured for use with the E-STAMP 

10 program are able to receive or retrieve data pertaining to postage amounts, 
as previously described. 

Additionally, a special user-defined password shall be dedicated for 
use with the program so that access is only provided to users entering the 
correct password. The aforementioned serial numbers and passwords may, 

15 in addition to protecting against unauthorized use, also allow a user and 
the Postal authority to track postage used by every company, department, 
employee, etc. Furthermore, other software programs may also be 
configured to access the control program so that spreadsheets and/or 
graphs may be produced providing statistics on postage use within a 

20 business. 

Furthermore, the control program can be used to encode a variety of 
information within the postage indicia using bar code symbol technology. 
Such information would be machine readable and can be used to identify 
postal indicia forgeries, in combination with the established control 

25 database of active system users. 

In an alternative embodiment of the present invention, the system is 
arranged to automatically calculate the correct postage to place on a letter, 
parcel or label as a function of the class, zone and weight of the particular 
item to be mailed. One embodiment of the present invention includes a 

30 balance coupled to the host processor-based system so that mail can be 
placed on the balance and the weight of the mail automatically entered 
into the system for calculating the correct postage for that mail. 
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When the portable processor memoiy is refilled, the recorded 
transaction information can be analyzed either from the perspective of 
management information or to try to detect fraud. This allows for 
authentication or verification at a point remote (both physically and 

5 electronically) from the user and remote from the PC and even remote 
from the portable processor. 

It is one technical advantage of this invention that the most vital 
security related functions of the system are performed on board the 
portable processor so that it is not very easily tampered with. 

10 It is another technical advantage of this invention that the portable 

postage devices are easily transported from one standard computer to 
another. 

It is another technical advantage of this invention that the portable 
postage storage devices are durable, long lasting and economical. One 

15 method of accomplishing this is to use a portable processor with a 

hardened case, not allowing direct contact with the processor. In this way, 
the code which defines the personalizing of the processor remains secret 
and cannot be disassembled. 

It is another feature of this invention to provide a system and 

20 method that as transactions take place the portable memoiy records 

certain information about each transaction and maintains a log of the most 
recent transactions. 

In one embodiment, it is a technical advantage of the invention that 
it presents an entire system and method for dispensing postage 

25 electronically using a portable processor and refilling of the portable 

processor through the use of a secure credit server with the transformation 
of a combination of credits and information about the portable processor 
user into a graphical security interface, such as a printed postage indicia, 
entitling the user to obtain an official transaction at a point detached from 

30 both the processor and the user (such as the sending of a parcel in the 
mail system). 
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When the portable processor device and a PC with which it is 
communicating are not directly coupled, a technical advantage is achieved 
in that a plurality of PCs may then communicate with a single portable 
processor device. Furthermore, strict physical control over the portable 
5 processor device may be easily maintained while still providing access to a 
large number of users for the postage credit contained within the portable 
device. Moreover, such an environment provides a business the 
opportunity to make postage credits widely available to its employees while 
maintaining detailed records of the various transactions from a central 

10 location. 

The foregoing has outlined rather broadly the features and technical 
advantages of the present invention in order that the detailed description 
of the invention that follows may be better understood. Additional features 
and advantages of the invention will be described hereinafter which form 

15 the subject of the claims of the invention. It should be appreciated by 
those skilled in the art that the conception and the specific embodiment 
disclosed may be readily utilized as a basis for modifying or designing 
other structures for carrying out the same purposes of the present 
invention. It should also be realized by those skilled in the art that such 

20 equivalent constructions do not depart from the spirit and scope of the 
invention as set forth in the appended claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present invention, and 
the advantages thereof, reference is now made to the following descriptions 
taken in conjunction with the accompanying drawings, in which: 
5 FIGURE 1A illustrates a host processor-based system for 

implementation of the present invention; 

FIGURE IB illustrates several embodiments of the postage storage 
device; 

FIGURE 1C illustrates a computer network system for 
10 implementation of the present invention utilizing a client processor-based 
system in combination with a host processor-based system interconnected 
via a local area network. 

FIGURE ID illustrates a computer network system for 
implementation of the present invention utilizing a first processor-based 
15 host and an alternative embodiment of a second processor-based system 
interconnected via a local area network. 

FIGURES 2A-2B illustrate an embodiment of user instructions and 
screen prompts utilized by the present invention to interface with a user 
when installing the program on the processor-based system for 
20 implementation of the present invention; 

FIGURE 3A illustrates one embodiment of a user registration form; 
FIGURE 3B illustrates a postal or verification indicia; 
FIGURE 3C illustrates an encoded user registration form; 
FIGURES 4 and 5 illustrate flow diagrams of the replenishing and 
25 debiting processes; 

FIGURE 6 illustrates a preferred embodiment of the security 
techniques utilized within the present invention; 

FIGURE 7 illustrates a flow diagram of the operation of the present 
invention within a host processor-based system; 
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FIGURES 8 and 8A illustrate a display interface provided to a user 
when accessing the present invention on a host processor-based system; 

FIGURE 9 illustrates an envelope used to display the postage 
indicia printed on a letter, 

FIGURES 10A-10F illustrate various management functions 
associated with the master, agent and postage buttons; 

FIGURE 11 illustrates the architecture for the preferred 
embodiment of the portable processor; 

FIGURE 12 illustrates how a postage button is encoded; 

FIGURE 13 illustrates how an agent or master button is encoded; 

FIGURE 14 shows the interrelationship of the database for 
registering memories assigned to users and the use of the database for 
verification purposes; and 

FIGURE 15 illustrates processor based systems for implementation 
of remote refilling of the postage storage device of the present invention. 
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. DETAILED DESCRIPTION OF THE INVENTION 

The present invention provides for a portable postage dispensing 
device, described in more detail below, that can be coupled to a host 
processor-based system at both the customer's site and at the postal 

5 authority or an authorized agent Throughout the remainder of this 

description, reference is made to the U.S. Post Office, postal authority or 
its agents. Note, however, that the present invention may be implemented 
within any country and with respect to any postal system or with respect 
to any data packet which is being examined by a validating authority 

10 detached, both physically and electronically, from its source. 

The present invention will allow an individual to purchase a desired 
amount of postage at an authorized agent of the U.S. Post Office, such 
postage being stored within a portable postage dispensing device, which 
itself is a portable processor. The user may then invoke a host 

15 processor-based system to access and retrieve a portion of the stored 
amount of postage via a program stored on the host processor-based 
system, such program hereinafter referred to as the "E-STAMF' program. 
The E-STAMP program requests input from the user on the weight of the 
item to be mailed, the addressee's address, etc. The E-STAMP program 

20 utilizes the information that was entered to calculate the amount of 

desired postage for an item to be mailed and prints a meter stamp indicia 
on an envelope, label or letter through a printer or special purpose label 
maker coupled to the host processor-based system. 

In a preferred embodiment, wherein the portable processor device is 

25 not directly coupled with a client processor-based system with which it is 
communicating, the device is coupled to a host processor-based system. 
The client system and the host system are in information communication 
through a network, such as, by way of example, a local area network 
(LAN). To enable information communication between the portable 

30 processor device and the client system, the E-STAMP program is divided 
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into two modules, hereinafter the "E-STAMP SERVER" and "E-STAMP 
CLIENT modules. These E-STAMP SERVER and E-STAMP CLIENT 
modules include programs suitable for execution on processor-based 
systems. In this discussion, the term "E-STAMP program" collectively 
refers to the E-STAMP SERVER and E-STAMP CLIENT modules and 
their programs. 

The E-STAMP CLIENT program is stored on the client system and 
provides control for such functions as the entry of data, requesting postage 
from the E-STAMP SERVER program, and printing of the postage indicia. 
The E-STAMP SERVER program is stored on the host system and 
provides control for such functions as queuing and servicing postage 
requests from a plurality of client systems, demanding a portion of the 
stored amount of postage from the device, and logging detailed information 
regarding postage requests. 

Alternatively, the E-STAMP program may not be divided into two 
modules to be stored on the client and host systems. In this alternative, 
the host system may simply be a network node capable of emulating an 
input/output (I/O) port of the host system. In a preferred embodiment, the 
network node is a NETSERIAL device manufactured by Shiva 
Corporation, Burlington, MA. Information communication between the 
portable processor device and the client system is accomplished by a 
terminate and stay resident (TSR) program supplied by the manufacturer 
of the network node. Such a TSR program causes the E-STAMP 
program's request to access the device through a local I/O port to be 
redirected through a LAN to the host system. It also operates to mediate 
concurrent requests to use the same networked portable processor, causing 
one client to wait until the portable processor is available. 

In yet another embodiment, the E-STAMP SERVER program 
controls printing of postage indicia in the amount requested by the E- 
STAMP CLIENT program. Such an embodiment not only provides a 
centralized supply of postage credit, but also provides the ability to print 
the postage indicia on a centralized printer or printers. An advantage to 
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such a system is the ability to more economically utilize expensive 
equipment. Furthermore, an advantage is achieved in the ability to 
maintain a printing device constantly in a state ready for printing postage 
indicia by such means as being constantly loaded with the proper media 

5 upon which to print postage indicia. A further advantage of such an 

embodiment is that the communication of postage credit between the E- 
STAMP SERVER program and E-STAMP CLIENT program may be 
omitted if desired 

It shall be understood that communication of postage credit between 

10 the portable processor device and the client system may be in the form of a 
data representation of the postage indicia to be printed or data 
representative of a particular value from the portable processor. In a 
preferred embodiment, data representation of the postage indicia to be 
printed is utilized to increase the integrity of the system by avoiding the 

15 distribution of postage indicia generation capability to multiple systems. 

In another embodiment, data representative of a particular value from the 
portable processor is utilized to decrease the volume of information 
communication necessary over the communication link. 

The portable postage dispensing device can also be coupled to a host 

20 processor-based system located at the authorized U.S. Post Office Agent. 
Particular post office sites and authorized agents will have installed a 
system complementary to the software system installed on the 
customer's PC. The program installed at the U.S. Post Office, hereinafter 
referred to as the "POSTAGEMAKER™" will allow an authorized agent to 

25 interface the portable postage dispensing device with the host 

processor-based system residing at the authorized refilling agent in order 
to replenish the amount of postage programmed within the portable 
postage dispensing device in an amount requested and purchased by the 
customer. 

30 In an alternative embodiment the POSTAGEMAKER program 

operates to all w the authorized refilling of the portable postage device 
remotely, such as, for example, through a public switched network (PSN) 



WO 98/14909 



PCTAJS97/17875 



17 

or LAN. In this embodiment the POSTAGEMAKER program operates in 
conjunction with the E-STAMP program to replenish the amount of 
postage programmed within the postage device without the need for 
physically coupling the portable postage device directly to a postal 

5 authority host processor. For example, the E-STAMP program may 

initiate communications with the POSTAGEMAKER program through the 
use of modems and telecommunications lines as is well known in the art. 
Such communications may be initiated automatically upon the occurrence 
of a condition or event or may be initiated at the request of an operator. 

10 Upon establishing communications, the E-STAMP program may request an 
amount of postage to be replenished and indicate payment by such means 
as a valid bank card or a debit account maintained with the postal 
authority. 

Of course any number of refill request authentication means may be 

15 included within the POSTAGEMAKER and E-STAMP programs, such as 
verification of unique information associated with the E-STAMP program 
and/or associated portable postal device, to detect fraudulent requests for 
postal credit, if desired. Furthermore, the POSTAGEMAKER program 
may request certain information of the postage storage device in order to 

20 detect tampering with the device. Such information may include total 
strike count, balance of various registers, or date of last refill. This 
information may be analyzed or compared with information available at 
the postal authority to detect unauthorized use or refilling of a postal 
storage device. Detection of improper usage of the postal storage device 

25 will result in refusal to transmit a replenishing amount of postage from 
the POSTAGEMAKER program to the E-STAMP program. Additionally, 
the E-STAMP program may cause the postal storage device to become 
inoperable upon instruction from the POSTAGEMAKER program. 
FIGURE 1C, illustrates a computer network system for 

30 implementation of the present invention. This multiple processor system 
includes a client processor-based system 10 and a host processor-based 
system 20. In a preferred embodiment, system 10 is utilized for 



WO 98/14909 



PCTAJS97/17875 



18 

implementing the aforementioned E-STAMP CLIENT program while 
system 20 is utilized for implementing the aforementioned E-STAMP 
SERVER program. 

System 10 includes chassis 11 enclosing processor (CPU) 12 and 
5 disk drive 14. Coupled to CPU 12 is display 13, keyboard 15, mouse 16, 
and network interface card (NIC) 104. System 10 is coupled to computer 
network 105 through NIC 104. Furthermore, system 10 is adapted for 
information communication with postage storage device 18 through 
computer network 105 and system 20. System 10 also includes modem 101 

10 for communication through PSN 102, printer/label maker 19 and scale 103. 

System 20 includes chassis 21 enclosing CPU 22 and disk drive 24. 
Coupled to CPU 22 is display 23, keyboard 25, mouse 26, and NIC 124. 
System 20 is coupled to computer network 105 through NIC 124. System 
20 also includes modem 121 for communication through PSN 122, 

15 printer/label maker 29 and scale 123. Additionally, system 20 is adapted 
for coupling with postage storage device 18, such as the preferred 
embodiment portable processor button 182 illustrated in FIGURE IB and 
shown in block diagram form in FIGURE 11. Postage storage device 18 is 
coupled to processor-based system 20 through a postage storage device 

20 receptor 17. 

It shall be appreciated that modems 101 and 121, printer/label 
makers 19 and 29, and scales 103 and 123 may be omitted from either or 
both of systems 10 and 20. However it shall be understood that such 
devices may be advantageous, for example, to accomplish features such as 

25 remote refilling of postage credit, centralized or distributed printing of 

postage indicia, or automatic determination of postage required for a postal 
item. 

An advantage to the utilization of systems 10 and 20 in combination 
with computer network 105 is that multiple ones of system 10 may utilize 
30 postage storage device 18. In a typical configuration, for example, many 
clients, each utilizing individual systems 10 and E-STAMP CLIENT 
programs, will be able to request postage from a single postage storage 
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device 18 in combination with a single occurrence of the E-STAMP 
SERVER program. In such a configuration, the E-STAMP SERVER 
program provides centralized logistical control, such as queuing and 
servicing requests by ones of system 10. An added security advantage may 
5 be realized by this configuration in that the E-STAMP SERVER program 
may be utilized to generate a data representation of the postage indicia 
ultimately to be printed, and thus avoid multiple occurrences of this 
ability. Moreover, by utilizing the E-STAMP SERVER program at system 
20, detailed records of postage requests and transactions may be 

10 maintained. In the preferred embodiment, the E-STAMP SERVER 
program records detailed transaction information on disk drive 24. 

FIGURE ID illustrates a client processor-based system 10 and an 
alternative embodiment of the host processor-based system 20, of FIGURE 
1C, depicted here as system 20D. System 20D is a dedicated purpose 

15 network node device. System 10 is utilized for implementing the 

aforementioned E-STAMP program while system 20D is utilized for 
emulating an I/O port of system 10. This emulation is accomplished in 
part by a TSR program stored on system 10 that redirects information 
from an I/O port within system 10 to system 20D. Such I/O port 

20 emulation is well known in the art and may be accomplished by any 

number of commercially available means such as the preferred embodiment 
utilizing the NETSERIAL device by Shiva Corporation, Burlington, MA 

An advantage to utilizing I/O port emulation is that both the 
physical size and expense of a dedicated use network node device capable 

25 of I/O port emulation are typically less than a complete PC system. 

However, utilizing a commercially available network node device, while 
typically inexpensive and simple to implement, forgoes the advantage of 
utilizing the centralized E-STAMP SERVER program to maintain detailed 
records of postage requests. Such a limitation is a result of the dedicated 

30 use network node device typically being incapable of executing a program 
other than an internal network communication algorithm. However, 
where such a device is capable of execution of the E-STAMP SERVER 
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program, the advantages of the centralized E-STAMP SERVER program 
may be realized. Furthermore, if desired, a single occurrence of the E- 
STAMP SERVER program may be executed on a system (not shown) other 
than system 20 and, through network communication with systems 10 and 
5 20, provide the same advantages of the E-STAMP SERVER program 
running on system 20. 

Although both the aforementioned E-STAMP and 
POSTAGEMAKER programs may be implemented on the embodiments 
illustrated in FIGURES 1C and ID, a preferred embodiment utilizes a 

10 single processor-based system to implement POSTAGEMAKER. Referring 
to FIGURE 1A, there is illustrated processor-based system 10 utilized for 
implementing the POSTAGEMAKER program. Postage storage device 18 
is coupled to system 10 through a postage storage device receptor 17 
coupled directly to system 10. 

15 The portable postage dispensing device may be any securable, 

intelligent device having some residual data capability, where that device 
can provide sufficient security measures to efficiently limit access to the 
memory and executable code of the device to authorized users. Intelligence 
is defined as having a CPU or other processor and memory built into the 

20 portable processor device. 

The preferred embodiment, portable processor button 182, 
incorporates a small disk having a memory and CPU. Portable processor 
button 182 is a small, light-weight, portable, essentially non-breakable 
device available as a touch memory utility button (TMU) from Dallas 

25 Semiconductor, Dallas, Texas. A portable processor button may be coupled 
to many processor-based systems, including those illustrated herein as 
systems 10, 20 and 20D, through button holder 172. In a preferred 
embodiment of the present invention, a batch of buttons will be 
manufactured with specifically designated serial numbers for use solely 

30 with the present invention. However, disposable portable processor 

buttons 182, preloaded in various denominations, could also be sold either 
over the counter or in existing stamp machines at post office locations. 
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The postal authority may also select to sell pre-loaded portable processors, 
on which the customer pays a deposit, that can be exchanged for another 
portable processor or returned for the deposit whenever button 182 is 
depleted of postage. All authorized postal agent locations may sell 
5 pre-loaded portable processors or the postal authority may elect to 
designate particular postal authority locations for selling portable 
processors. 

An advantage of the preferred embodiment (the portable processor 
button 182) is that a portable processor button 182 is small enough and 

10 light enough that several may be carried in one hand. Furthermore, the 

portable processor button 182 is sufficiently durable to be sent through the 
mail. The fact that the portable processor is universally usable with PC's 
allows the per unit cost to be lower. However, it shall be understood that 
the use of a secured data file stored on a hard disk drive, or any other 

15 suitable electronic memory, coupled to a processor based system may be 
utilized in the present invention. 

Additional alternative embodiments of the portable postage 
dispensing device 18 are illustrated in FIGURE IB. One alternative 
postage storage device 18 is a smart disk 188 incorporating its own 

20 electronic modules capable of read/write operations. One embodiment of 
such a smart disk 188, SMART DISK™, can be obtained from Smart Disk 
Security Corporation, Naples, Florida. The smart disk looks like a floppy 
disk and fits into a typical PC's floppy disk drive, such as disk drive 178, 
connected either externally or internally to host processor-based system 

25 10; however, smart disk has its own microprocessor that provides secure, 

password protected storage. One advantage of the smart disk is that it can 
operate in a standard PC disk drive without modification to the disk drive 
or PC. Smart disk provides security for stored postage with an encrypted 
password and the encryption algorithm. 

30 Another type f portable postage dispensing device 18 is a smart 

card 186, a plastic card with an embedded microchip. The microchip 
contains mathematical formulas that encrypt computer data to secure 
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access to that data (i.e., postage) and verify a user's identity before 
allowing access to the data. One drawback in the currently available smart 
cards 186 is that they require a smart card processor 176 hooked to the 
processor-based system 10. 
5 Still another type of postage storage device 18 is a PCMCIA card 

184. PCMCIA cards are currently used on notebook computers for 
modular storage and communication. Both external and internal add-on 
readers 174 (i.e., card slots) are available for PCs. 

Postal storage device 18 may be used on a variety of processor-based 

10 systems 10 and/or 20 in a variety of configurations. Processor-based 
systems 10 and/or 20 may be located in an individual's home, at any 
business location, or may even be present in a post office lobby for after 
hours usage. Moreover, processor-based systems 10 and 20 may be located 
at sites remote from one another, interconnected by computer network 

15 105. Computer network 105 may be a wide area network (WAN) capable 
of providing information communication between systems 10 and 20 
separated by large physical distances or alternatively may be a LAN 
providing information communication between systems 10 and 20 located 
proximal to each other. It shall be understood that computer network 105 

20 may be any information communication scheme capable of providing 
information communication between systems 10 and 20. 

In a preferred embodiment, systems 10 and 20 are each a PC. 
However, it shall be understood that systems 10 and 20 could be parts of a 
mainframe computer system (which, for the purposes of this application 

25 shall include miniframe computers as well as all other suitable processor- 
based systems) or, as illustrated in the utilization of network node device 
20D, of differing types. Selection of systems 10 and 20 to be utilized by 
the present invention is only limited by the systems' ability to interface 
with each other and a portable processor device 18 while combining to 

30 execute the E-STAMP program. 

Typi ca Uy> a user will buy a portable postage dispensing device 18, 
which could contain a quantity of postage, included with a copy of the 
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E-STAMP program. The user will then install the E-STAMP program on 
the user's host processor-based system 10. 

FIGURES 2A-2B illustrates one embodiment of user instructions 
and screen prompts to be followed by the user during the installation of 
5 the E-STAMP program. The instructions and screen prompts illustrated 
in FIGURES 2A-2B reflect the installation of the E-STAMP program in a 
Microsoft "WINDOWS" operating environment on a PC equipped to 
communicate with a portable processor 182 and portable processor holder 
172. Of course, other means could be employed for implementing the 

10 present invention within a processor-based systems 10 and 20. 

The user installation instructions 201 inform the user how to pull 
up the E-STAMP installation program. Once the installation program is 
initiated, screen 203 will appear. The screen represented by box 203 
accepts the user's determination of how the E-STAMP program is to be 

15 utilized. Specifically, the user inputs information indicating whether the 
E-STAMP program is to be operated in separate modules on systems 10 
and 20. 

Upon indication that the E-STAMP program is being installed as 
the E-STAMP SERVER module, the screen represented by box 204A 

20 instructs the user to connect the TMU holder 172 to a serial port and to 

insert TMU button 182 into holder 172. This coupling of TMU button 182 
provides the installation routine the opportunity to verify information 
communications between the E-STAMP SERVER program and TMU 
button 182. Thereafter, the screen represented by box 213, discussed 

26 below, is implemented. 

Upon indication that the E-STAMP program is not being installed 
as the E-STAMP SERVER module, the screen represented by box 204B 
instructs the user to indicate whether the E-STAMP CLIENT or the E- 
STAMP program in its entirety has already been installed. If the 

30 appropriate program has not been previously installed, the user is then 

instructed by Screen IB to insert TMU button 182 into holder 172, turn on 
printer 19 that has been coupled to system 10 and check to see that 
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printer 19 is supplied with paper. Screen IB further requests that the 
user prepare the following information: the user's full name and address, 
an identification number for the user (i.e., an employer identification 
number (EIN#), if the user is a business or organization; or a social 
5 security number (SS#), if the user is an individual), the user's ZIP code, 
the user's telephone number and the user's fax number. However, if the 
user indicates that E-STAMP or E-STAMP CLIENT has been previously 
installed, the screen represented by box 213, discussed below, is 
implemented. 

10 The next screen, represented by box 205, displays the E-Stamp 

License Agreement with its legal terms and conditions. Acceptance of the 
terms and conditions set out in the license agreement is indicated when 
the user continues with the installation program. Upon acceptance of the 
license agreement, the screen represented by box 207 will appear and 

15 display the E-STAMP serial number and TMU serial number. At this time 
the user-specific information requested by box 203 should be entered into 
the E-STAMP program. Once the user has entered the user-specific 
information, the screen represented by box 209 will appear warning the 
user to carefully verify the correctness of the entered information. 

20 After verifying the information added into the E-STAMP program, 

the screen represented by box 211 will remind the user to ensure that a 
coupled printer 19 is on line. The user information entered into the 
E-STAMP program will then be incorporated into a user registration form, 
one embodiment of which is illustrated in FIGURE 3A. The E-STAMP 

25 registration form will be printed in triplicate. The user is instructed to 
sign and mail two copies of the registration form to the creator of the 
E-STAMP program, El-Stamp Corporation and to retain one copy of the 
registration form. This screen also informs the user that a registration 
card will be mailed to the user in order that the user may access TMU 

30 refilling stations. 

The E-STAMP program installation continues with a 
screen, represented by box 213, which describes the progress being made in 



WO 98/14909 



PCT/US97/17875 



25 

installing the necessary components of the E-STAMP program, and a 
screen, represented by box 215, which informs the user when the 
E-STAMP program installation has been completed. 

Referring to FIGURE 3A, there is illustrated a preferred 
5 embodiment of the E-STAMP registration form. The registration form 
includes information such as the portable processor button serial 
number 31, the E-STAMP serial number 32, the date and time that the 
E-STAMP program was installed 33, and user-specific information 35 (e.g., 
name, address, telephone and fax numbers, and identification number), and 

10 a copy of the E-Stamp License Agreement 36 having an identified location 
308 for the user to sign. A preferred embodiment of the E-STAMP 
registration form will also contain all of the information needed to 
specifically identify the TMU button, E-STAMP program, and registered 
user in an encrypted format 301 FIG 3C. The encrypted information 301 

15 will be in a machine-readable graphical security interface, such as a 

standard bar code. In the preferred embodiment, the code would be the 
PDF417 code discussed in more detail below. 

As will be discussed, indicia 300 shown in FIGURE 3B also has a 
logo portion 39 and a printed "human readable" portion 38 as well as an 

20 encoded portion 37. It is this portion 37 which is read and, if desired, 
compared to a database at a location remote from the user, remote from 
the generating PC and remote from the portable processor. 

The standard bar code contains white and dark areas in the form of 
bars that can be read by a laser scanner. The laser scanner illuminates 

25 the white and dark areas with a light of a certain frequency. The light is 
reflected back to the laser scanner in such a way as to indicate the pattern 
of white and black areas within the bar code. Since white areas reflect 
much more light than dark areas do, a perpendicular scan of the bar code 
will allow the scanner to translate the reflected light into the coded 

30 information. More than 20 linear bar code languages have been developed, 
each with its own specifications for how many bars and spaces make up a 
character, how characters are to be arranged, whether the characters can 
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be letters as well as numbers, and so forth. The most widely-used bar code 
is the Universal Product Code (UPC) seen on everyday grocery items. The 
standard bar code currently used by the post office is PostNet described in 
Postal Service Publication number 67. 
5 More sophisticated graphical security interfaces have been developed 

over the last decade, such as Intermec Corporation's Code 49 and 
Laserlight System Inc/s Code 16K. A major advantage of these more 
sophisticated symbologies is that they contain an error-correction formula 
which can often recover the entire message even if parts of the code have 

10 been torn or damaged. 

A preferred embodiment of encrypted information 301 is a graphical 
security interface developed by Symbol Technologies of Bohemia, New 
York and is called PDF417, a portable data file. PDF417 is a graphical 
security interface constructed from data units called "words," each of which 

15 is 17 modules long. Bars are made from filling in up to six consecutive 

modules and each unit has four separate bars and four spaces. In essence, 
PDF417 can stack the equivalent of up to 90 one-dimensional bar codes, 
each just three hundredths of an inch high. Thus, the PDF417 symbology 
is more complicated to produce and scan than is the typical 

20 one-dimensional bar code and allows for a denser coding of information. 
Because the PDF417 symbology specification includes sophisticated 
protocols for error-correction, the actual density of information is highly 
variable, but can be more than ten times the amount of information found 
in U.S.P.S. PostNet bar code, per square inch. PDF417 is available from 

25 Symbol Technologies, Inc., 116 Wilbur Place, Bohemia, NY 11716 and the 
operation of the PDF417 is detailed in PDF Primer obtained from them 
and is hereby incorporated herein by reference. 

When E-Stamp Corporation, the system administrator, receives the 
signed License Agreement from the user, the encrypted information 301 

30 can be scanned with a laser scanner so that the information contained 

therein can be automatically transferred to a Registered User's database. 
The purpose of this database will be more fully discussed below. When the 
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encrypted information 301 has been transferred to the registered user's 
database, a registration card containing a serial number will be printed 
and mailed to the registered user. The valid entry of the user registration 
information in the E-Stamp Database guarantees that user's mail to pass 
5 verification at the U.S. Post Office, for the letter scanning equipment will 
be connected to E-Stamp for real-time verification of mail. Alternatively, 
letter scanning equipment may be updated in batch with information 
indicating registration of postal storage devices, or registration information 
may be provided to the postal service by any means deemed efficient to 
10 indicate the authorized use of a postal storage device of the present 
invention. 

System 10 may be utilized at a customer site for permitting a user 
to retrieve postage stored within portable postage dispensing device 18, via 
the E-STAMP program, for subsequent printing as a postage indicia onto a 
15 piece of mail through printer 19, coupled to system 10, or printer 29, 
coupled to system 20. The utilization of the E-STAMP program by a 
customer will be further described below. 



E-STAMP FUNCTIONALITY DESCRIPTION 

Once the required amount of postage has been transferred to the 

20 portable processor button 182, the user may then physically carry the 
button back to the user's business location and couple the portable 
processor button 182 to a processor-based system through button holder 
172 for information communication with system 10. Upon invocation of 
the E-STAMP program by the customer, the customer's processor-based 

25 system 10 can access the postal amount stored in portable processor button 
182 and download portions of the stored postage to the E-STAMP program 
to be used for printing postage indicia on pieces of mail. 

Referring next to FIGURE 7, there is illustrated a flow diagram of 
the process employed within processor-based system 10 and/or system 20 

30 configured for allowing a user to print a postage indicia. As previously 

discussed, the E-STAMP program may be a stand-alone program, or it may 
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be associated and coupled with a word processor or other document 
producing program, such as a spreadsheet, database, accounting system, or 
graphics program. Therefore, the E-STAMP program may be started 
directly (step 702) or via step 701. Thereafter, at step 703, the E-STAMP 
5 program shows display 80, illustrated and described with respect to 
FIGURE 8, to the user 

Next, in step 704, as shown in FIGURE 7, the E-STAMP program 
verifies the existence of portable processor button 182 in communication 
with processor-based system 10. The process of portable processor 
10 verification represented by box 704 includes several steps as follows: 

Step 1 - Successful communication with portable processor within its 
strict communication protocol and command structure already 
demonstrates likelihood that at least the type of button is 
correct (i.e., it is more than just a Dallas Semiconductor 
15 button, it is a button running the proprietary code particular 

to the postage application outlined herein). 
Step 2 - Serial number of portable processor is verified against 
encrypted registration information in the PC. 
If a valid portable processor button is in information communication 
20 with system 10, at step 707, other information stored in the secure 
environment of the portable processor is demanded via the common 
command structure used for host-to-button communications. The process 
of portable processor connection represented by box 707 includes several 
steps as follows: 

25 Step 1 - E-STAMP passes user password entered to portable processor 

and verification takes place within the secure environment of 
the portable processor button to guarantee maximum secrecy 
of the password. Password is never stored in processor-based 
system 10. 

30 Step 2 - If the portable processor reports a result from Step 1 as a 

password match, E-STAMP will then be able to access the 
command facilities of the portable processor to ultimately 
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print postage indicia thereby deducting value from the 
internal data representation of credit within the portable 
processor. 

Step 3 - Portable processor verifies its own expiration date based on 
5 an internal real time clock. Processor-based system 10 never 

has opportunity to interfere in this decision. 
Step 4 - If the result of the expiration date check of Step 3 is that the 
portable processor is still valid, the user registration 
information stored in the processor-based system 10 is passed 
10 to the portable processor for validation. 

Step 5 - If the check of Step 4 is valid, the current meter balance is 

displayed in the center-button part of the E-STAMP program 
screen block 806, indicating that a valid portable processor 
button is available for use in printing postage indicia. If any 
15 of the above checks are invalid, a valid postage dispensing 

device was not detected. 
Next, at step 708, return address box 803 is completed automatically 
or manually. The address within 803 may be automatically entered from 
the adjoining word processor program, the address may be selected from a 
20 drop-down box (not shown), or the address may be manually input. Any 
entered address may be saved within the E-STAMP program. 
Additionally, if a return address is not desired, it may be omitted. 

Thereafter, in step 709, the contents of address box 805 are entered 
in a manner similar to the contents of return address 803. 
25 Any one of a number of "time-out" scenarios could be employed. For 

example, a preestablished time of three months from last refilling, or the 
time-out could occur a certain time after non-use. 

Next, at step 710, the user may select the print format by the use of 
the "Print Setup" standard dialogue box selected in the "File" Menu as 
30 pictured in FIGURE 8A. As illustrated, the postage indicia may be printed 
on a label through printer/label maker 19 or 29, or a choice may be made 
to print the postage indicia on an envelope inserted within printer 19 or 
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29, which may be chosen to be a standard size or a nonstandard size as 
selected by the user. Of course selection of either printer 19 or 29 may be 
accomplished through the use of print managers well known in the art, or 
may be accomplished by an option (not shown) within the E-STAMP 
5 program. Note that if the postage indicia is to be printed on a label, it 

may be desired that the return address within 803 and the address within 
box 805 not be printed. 

Alternatively, the postage indicia with or without the addresses 
within boxes 803 and 805 may be printed on a flyer, a pamphlet, a 

10 postcard, a sheet of paper, or any other document. Whenever the indicia is 
printed on a letter, along with the addresses in boxes 803 and 805, that 
letter may be folded so that the indicia will show through an opening or 
window, in the top right hand corner of a specially designed envelope 900 
an image of which is illustrated in FIGURE 9 and as shown in co-pending 

15 Design Patent Applications Serial No. 29/022,913, filed May 16, 1994, and 
Serial No. 29/039,328, filed May 24, 1995, issued June 17, 1997 as U.S. 
Patent No. D380,007, both incorporated by reference herein. 

Envelope 900 may be a standard or non-standard size with any 
number of windows as designed by the user. Typically, envelope 900 will 

20 have a first window (not shown) in the top right hand corner for the 
printed postage indicia to show through. Envelope 900 may also have 
other windows for the addressee's name and address (903) and for a 
return address (902) to show through. Envelope 900 may have glassine 
paper, or other transparent covering material, covering the described 

25 windows such that the postage indicia and other imprinted information is 
protected from inadvertent detachment and adverse conditions (such as 
inclement weather). 

Thereafter, in step 711, the user enters the weight of the package or 
letter associated with the postage indicia. This weight may be entered 

30 manually, or automatically through the use of scale 103 coupled to 

processor-based system 10 in a manner well known in the art. In step 712, 
the user selects the class of mail from the choices shown in box 809. 
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Thereafter, in step 713, the user may select the location of routing 
information for the recipient address. Such information will be 
automatically extracted from the address, and formatted in the PostNet 
symbology for ZIP+4 information, as provided in Postal Service 
5 Publication 67 and incorporated herein by reference. Thereafter, in Step 
714, the user may select a postal zone. 

Topically the postal indicia may include any combination of the 
following information: the date, the postage dispensing device serial 
number, the sender's ZIP code, the addressee's ZIP code, the expiration 

10 date of the postage dispensing device, the cumulative values of the strike 
and dollar counters, E-STAMP registration number and the post office 
identification number. The postage indicia shall contain this information 
which was encrypted by the portable postage dispensing device and 
presented to the outside world thusly, thereby guarding the data content of 

15 the indicia a secret to all but the U.S. Post Office scanning equipment 
which will be charged with decoding the indicia bar code and decrypting 
the information for use in verification of the integrity of the indicia and its 
appropriateness for the mail piece. The postage indicia physical form may 
encode the encrypted information within an insignia or design, or it may 

20 appear as a background for the postage amount printed in a visually 
recognized form. 

Furthermore, the use of the POSTAGEMAKER program in 
coiyunction with a database program will allow tracking the authorized 
postage by post office location (or ZIP code), post office agent, portable 

25 postage dispenser serial number, etc. This information can be easily 
compiled to determine post office sales, market forecasts, etc. 

The E-STAMP program will automatically incorporate the 
aforementioned entered parameters-weight, class, zone-in order to 
correctly calculate the correct postage, as shown in box 804, to print in 

30 conjunction with the postage indicia and to deduct from the postage 
amount stored within portable processor button 182. 
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Lastly in step 715, the user confirms his/her choice to print the 
postal indicia or not, thereby with the understanding that the amount of 
postage will be deducted from the balance in the portable postage 
dispenser 182. If YES is chosen, control passes to step 716 and the 
5 E-STAMP program utilizes the input/output ports of processor-based 

system 10 to send to printer/label maker 19, the correct data pertaining to 
the indicia to be printed on an envelope, letter, card or label. 

The amount of postage printed on the indicia is automatically 
deducted from the amount stored within portable processor button 182 by 

10 the button itself on command from the E-STAMP program in step 716. 

Other internal information is automatically updated, including the usage 
record for this particular portable processor, which is kept internally, but 
accessible to the outside host via authorized commands. Such usage 
records may include, but are not limited to, addressee, postage amount, 

15 and date. 

Note that dining the selection of the various parameters within 
display 80, the E-STAMP program may be implemented to update the 
postage amount displayed within meter display 806 as the ongoing 
communications dialogue between the portable processor and processor- 

20 based system 10 is essentially in real time. 

Box 802 is provided for the user to select the location (ZONE) to 
which the mail is to be sent. The location may be used to calculate the 
correct postage for the indicia. The date that the mail is stamped is 
automatically adjusted every day by a real time clock which exists in the 

25 safe confines of the portable processor and therefore cannot be tampered 
with by external influence. This will help prevent pre-dating or 
post-dating of mail. The date and if desired, time, shall also be encrypted 
in the postal indicia for external verification. 

Of course, the mailing date may be user adjustable where pre-dating 

30 or post-dating is not a concern. In an alternative embodiment, for 

example, adjustment of the mailing date may be allowed for post-dating the 
postal item while restricting pre-dating. Alternatively, an additional date 
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may be input to indicate the anticipated date of mailing while the actual 
date of metering remains unchanged. 

The "Print Preview" option selected from the file menu in FIGURE 
8A is provided to not only get an idea of how the finished envelope (or 
5 label or other document) will look but to add personalized items such as a 
greeting or graphical bit-map which might represent a company logo for 
instance. 

The aforementioned steps may be repeated for a subsequent piece of 
mail, or the user may decouple the portable process button 182 from 
10 holder 172. 

Using the E-STAMP system and method, users like lawyers, 
accountants, advertising agencies, etc., who bill their clients for postage 
will be able to keep track of postage expenses on a per-client basis. 



POSTAGE REFILLING CONTROL 

15 In the preferred embodiment, portable processor button 18 includes 

secure non-volatile (battery-backed or otherwise stable) memory and a 
CPU (central processing unit) capable of executing instructions. These 
items are enclosed in the confines of a hermetically sealed metal can. The 
internal operating code which gives the portable processor its useful 

20 attributes is kept in ROM (read-only memory) and/or RAM (random access 
memoiy). Additionally, the extremely sensitive data representations of 
monetary value, strike counters, usage logs, refilling logs and encryption 
keys used to encrypt information passed externally is kept in non-volatile 
memory not directly accessible by processor-based system 10 executing the 

25 E-STAMP program. 

As discussed in further detail below, there are three different types 
or applications for the portable processor button 18 which relate to 
different levels of authority and use: master buttons (authority level 2) 
which are provided to a limited number of supervising postal authority 

30 personnel; agent buttons (authority level 1) which are provided to 

authorized postal agents who perform refill operations on used portable 
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postage dispensing buttons and initialization operations on new portable 
postage dispensing buttons; and postage buttons (authority level 3) which 
allow the postal customer (user) to print an authorized amount of postage 
indicia using a separate processor-based system controlled by the user. In 

5 actuality, the first two types of buttons are known as security devices 

which grant authority to serve credit and maintenance to the third type of 
button which is a postage dispensing device usable by postal clients. 

A preferred embodiment of initialization of "blank" buttons to 
operate as postage or security buttons are illustrated in the flow diagrams 

10 of FIGURES 10D and 10F. Although buttons may be initialized upon 

manufacturing to function as the variously defined buttons of the present 
invention, it is envisioned that an issuing authority may wish to be able to 
directly expand the availability of suitable devices and, thus, would utilize 
an initialization procedure as depicted in FIGURES 10D and 10F. 

15 Similarly, as the portable devices of the present invention may be 

subjected to handling and environments which may cause damage to 
information stored therein, a means by which damaged buttons may be 
repaired is advantageous. FIGURE 10E illustrates a preferred 
embodiment of repair of a postage button. 

20 In a preferred embodiment, in the postal authority (or authorized 

refill center), both a valid master and a valid agent button must be in 
information communication with the Postal Authority/Refill Station 
(POSTAGEMAKER) version of system 10, such as depicted in FIGURE 
1A, before a refill or initialization operation of a postage button can take 

25 place. Although a preferred embodiment utilizes button holder 17 coupled 
directly to system 10 for the POSTAGEMAKER program, a multiple 
processor system, utilizing systems 10 and 20 as discussed above in 
conjunction with the E-STAMP program, may advantageously be utilized 
for implementation of the POSTAGEMAKER program. Of course, the use 

30 of security buttons may be omitted where unauthorized refilling of postage 
storage devices is not a concern, such as, for example, where the host 
system used to refill the postage storage devices is itself in a secured area. 
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The master, agent and postage buttons are all validated by the 
Postal Authority/Refill Station software during refill operations. 
Additionally, each postage button Gevel 3) is validated by the customer's 
E-STAMP software prior to the commencement of any indicia printing 
5 operations. The sequences for validating the master, agent and postage 
buttons using the Postal Authority/Refill Station software are depicted in 
FIGURES 10A-10B. 

The Postal Authority validation procedure for a button in 
information communication with system 10 begins at Step 1000, with the 

10 initiation of the POSTAGEMAKER refill station software. For discussion 
purposes, assume only one portable processor button 18 has been coupled 
to system 10 at this point. At Step 1001, the software reads the 
communication bus to see if any valid devices exist on it. If no, it just 
continues to look in a "loop." If yes, the POSTAGEMAKER software 

15 running in system 10 sends a command to the portable processor button 
18, as in Step 1002, to demand status information for the button. The 
button, which is reset from a "sleep" or dormant state when it receives the 
command, can verify its contents to be correct and that it is the type of 
button (POSTAGE or SECURITY DEVICE) that system 10 expects to 

20 work with. If a valid response does not come back before a time-out in 

Step 1003, it is assumed that the button on the communication bus is not 
valid and an error message would be displayed at Step 1004. If the 
response is OK, it is implied that there is a good chance this is a E- 
STAMP-programmed button because of its validated response to the E- 

25 STAMP-specific command issued to it. 

At this point, depending on the type of button expected, the status 
information is checked to see if the button is of that type in Steps 1005, 

1006 and 1007. If the button type is master at Step 1005 proceeding to 
Step 1008 of FIGURE 10B, otherwise proceeding to Step 1006. If the 

30 button type is agent at Step 1006 proceeding to Step 1014 of FIGURE 10B, 
otherwise proceeding to Step 1007. If the button type is postage at Step 

1007 proceeding to Step 1019 of FIGURE 10B, otherwise generating an 
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error at Step 1004. Based on the decision of what type it is, a connect 
operation for that type of button is attempted in Step 1008, 1014 or 1019. 
If master or agent security device, a security device type of connect is 
issued to the button and a correct response must be received by system 10 
5 (Steps 1015 and 1009) before proceeding or an error is generated (Step 
1013). If the connection signal is valid at Step 1009 proceeding to Step 
1010. If the connection signal is valid at Step 1015 proceeding to Step 
1016. In Steps 1010 or 1016 a master or agent password is demanded of 
the user depending on which type of button is being serviced. Step 1011 

10 validates this password by passing the password to the button so that it 
can verify it in its own secure environment. The password is never stored 
in system 10 for security reasons. A positive validation of password from 
the button grants the host authority level of 1 for master and agent 
simultaneously on the bus and authority level 2 for master only on the bus 

15 at Step 1012, otherwise an error is generated (Step 1017). 

Assuming that the button was a postage type and the connection 
which was made in Step 1019 is made and verified in Step 1020, the 
POSTAGEMAKER software does not require the validated password of 
the postage button to continue. However, it will check that the proper 

20 authority level has been previously granted by the presence of both a 
validated agent and master button on the bus at the same time in Step 
1021. If the proper authority level has not been attained, no operations 
may be performed on the postage button. If that authority exists, control 
can proceed to Step 1018 in the case of a customer demand for new button 

25 initialization, old button credit refill or old, damaged button repair 
operations or to Step 1022 in the case of agent button initialization 
operations. Of course if the use of security buttons is omitted, as in an 
alternative embodiment discussed above, the POSTAGEMAKER software 
needs only to verify Jthe presence of a suitable postage storage device. 

30 The credit refill operation to a used button is depicted in FIGURE 

10C, step 1030. The credit command must first verify, in step 1031, its 
authority level is correct and set at two by the presence of valid and 
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password-unlocked master and agent buttons looping back to Step 1031 if 
not. Provided this is the case, in step 1032, the amount of postage to be 
credited to the button is input by the authorized agent into a form 
dialogue window and validated for correctness by the POSTAGEMAKER 
5 software. In Step 1033, the CREDIT command, amount and a 

conglomeration of encrypted data known as a security packet are sent to 
the postage button which must decode and validate and if all appears to be 
valid, perform the credit operation before the time-out signified in step 
1034 which will occur if the response does not come back from the button 

10 to the system 10 in a specified period of time, otherwise an error is 

generated (Step 1035). It is the security packet that allows the button to 
continue with the credit operation. This data structure has a predefined 
layout and contents which are encrypted using a certain key and method of 
encryption. This security packet contains data items, such as identification 

15 numbers of master and agent issuing the credit to the button, host 

date/time (which must match not exactly but closely with internal button 
date/time), workstation number for system 10 running the 
POSTAGEMAKER software and postal authority location identification. 
Other data items could be used for checking purposes. This security 

20 packet is different in form and function from the one described here below 
in FIGURE 6. 

In Step 1036 (FIGURE 10C), a receipt is printed out for the 
customer and the results are written in a transaction log stored on system 
10 or on another system in information communication with system 10, 

25 such as host system 20 running E-STAMP SERVER. Thereafter the credit 
refill operation is ended at Step 1037. 

Of course the postage and/or security buttons may be coupled to the 
host processor executing the POSTAGEMAKER software through 
communication means such as computer network 105 or PSN 102 or 122 

30 illustrated in FIGURE 1C if desired. For example, referring to FIGURE 
15, refilling of postage storage device 18 coupled to system 20 may be 
accomplished by the E-STAMP program operating on system 10 
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establishing communication with the POSTAGEMAKER program 
operating on system 1500 through PSN 102. Thereafter, 
POSTAGEMAKER may refill postage storage device 18, functioning 
substantially as described above, through remote communication rather 
5 than coupling directly to the host computer. 

System 1500 includes chassis 1511 enclosing CPU 1512 and disk 
drive 1514. Coupled to CPU 1512 is display 1513, keyboard 1515, and 
mouse 1516. System 1500 also includes modem 1501 for communication 
through PSN 102, printer/label maker 1519 and scale 1503. Additionally, 

10 system 1500 is adapted for coupling with postage storage device 1518, such 
as the preferred embodiment portable processor button 182 illustrated in 
FIGURE IB and shown in block diagram form in FIGURE 11. Postage 
storage device 1518 is coupled to processor-based system 1500 through a 
postage storage device receptor 1517, 

15 Of course, communication between postage storage device 18 and 

the POSTAGEMAKER program operating on system 1500 may be 
established through modem 121 of system 20 rather than modem 101 of 
system 10, if desired. Similarly, remote refilling of postage storage device 
18 may be accomplished through the use of a single system, such as system 

20 20, in communication with the system executing the POSTAGEMAKER 
program. It shall be appreciated that the communication system 
comprising modems 101, 1501 and PSN 102 of systems 10 and 1500, as 
well as computer network 105 and receptor 17 comprise the 
communication bus providing information communication between system 

25 1500 and the postage storage device. 

Alternatively, remote refilling of the postage storage device may be 
accomplished through the use of a LAN or Internet communication 
between the POSTAGEMAKER program and the postage storage device. 
However, it shall be understood that although the E-STAMP program may 

30 be utilized to establish remote communication with the POSTAGEMAKER 
program, in the preferred embodiment refilling of the postage storage 
device is accomplished by commands sent to the portable processor button 
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by the POSTAGEMAKER program. Of course, where system 10 remains a 
part of the communication bus between system 1500 and the postage 
storage device, such commands must pass through system 10. The 
commands may be handed blindly to the postage storage device by the E- 
5 STAMP program operating on system 10, or may actually be received and 
interpreted. Where the E-STAMP program is not blindly passing such 
commands, the POSTAGEMAKER commands operate to enable the E- 
STAMP program to cause the postage storage device to be replenished. 
Because remote refilling of the postage storage device does not 

10 require its physical transportation, the replenishment of postage credit 
stored within may be easily automated to result in its automatic 
occurrence upon a condition or event. Of course, remote refilling also may 
be instigated at the command of a user of the E-STAMP program, if 
desired. Furthermore, refilling, automatic or otherwise, may 

15 advantageously occur in the form of either the POSTAGEMAKER program 
or the E-STAMP program establishing communication to accomplish 
replenishing of the postage storage device. 

For example, upon automatic determination that the value of credit 
maintained within a coupled postage storage device is below a 

20 predetermined value, the E-STAMP program may automatically cause a 
coupled modem to go off hook and initiate communication with a 
POSTAGEMAKER program. It shall be appreciated that information 
necessary to establish communication with the POSTAGEMAKER 
program may be stored within the postage storage device or may be input 

25 and/or stored within the E-STAMP program, such as, for example, at the 
time of registration. The predetermined value at which the E-STAMP 
program so reacts may be established by the user of the E-STAMP 
program, may be stored within the postage storage device, or may be a 
value determined by the postal authority below which the credit should not 

30 be allowed to fall. 

Similar to the E-STAMP program, the POSTAGEMAKER program 
may initiate the communication with the postage storage device. 
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Occurrences which may be advantageous in causing the POSTAGEMAKER 
program to initiate communication include the passing of a predetermined 
amount of time since the last refill of a particular postage storage device. 
This communication may be utilized not only to refill the postage storage 

5 device, but may be utilized poll registers or data stored within the postage 
storage device to determine if unauthorized use or refilling has occurred. 

Regardless of the method by which refilling is to take place, 
remotely or physically coupled to the POSTAGEMAKER system, FIGURE 
4, which begins with step 400, depicts the credit process within the postage 

10 storage device. Box 401 reviews the material received from the host to 

determine validity looping back to box 401 if no security packet is received. 
Boxes 402-404 validate the security packet generating an error at box 404 
if not valid in box 403, otherwise proceeding to box 405. Boxes 405-406 
validate the valid credit amount generating an error at box 406 if the 

15 credit amount is not valid, otherwise proceeding where box 407 updates 
the internal memory. Box 408 ends the routine. 

POSTAGE DEBITING AND INDICIA PRINTING 

FIGURE 5 shows the button Debit Process which begins with box 
500. For boxes 501-505 a transaction buffer request from the host is 

20 checked generating an error at box 502 if no transaction buffer request is 
received at box 501, otherwise proceeding to box 503 and 504 to validate 
the request. If the transaction buffer request is not valid in box 504 an 
error is generated at box 505, otherwise proceeding to box 506. In boxes 
506-507 the validity of debit amounts on the bus are checked. If the debit 

25 amount is not valid, an error is generated at box 507, otherwise proceeding 
to box 508. Box 508 updates the internal registers of the button and box 
509 creates the security packet for transmission to the host. Box 510 ends 
the routine. 

Referring to FIGURE 6 there is illustrated a preferred embodiment 
30 of the transformation of user information by the portable processor button 
into a data entity known as a security packet which is then handed off to 
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the E-STAMP application, running in a processor-based system and 
transformed into an indicia for inclusion on an envelope. 

The process begins in Box 650 in the software, running in the 
processor-based system, when a user fills out an envelope and demands of 
5 the program that it be printed with an indicia of x amount of postage 
determined by weight, zone, etc., as shown in boxes 654, 655 and 656. 
Much of the information to be printed on the envelope will be transferred 
to the internal software printing functions which interact through 
interfaces with the "Windows" operating system by methods well known in 
10 the art. 

In addition and before this hand-off of information is accomplished, 
in Step 651, the program sends a command to the portable processor 
button 18 (FIGURE 1A) to create a data entity or form known as a 
security packet. Included with the command is the data that will produce 

15 the envelope which includes, but is not limited to, date and time, current 
balance of metering device, strike counter of total transactions, serial 
number of meter, transaction id, debit amount, addressee ZIP code, 
addressee name and class of postage. There is also a complement of 
information about the user: registration id, name, company and address. 

20 Included for secure access to the button is the personal identification 
number (PIN) which is the password used to unlock the button and is 
validated within the secure environment of the button. 

Once the PIN is validated, the secure processor 18 accepts all of this 
data from the host process-based system and in Step 652, using internal 

25 math co-processor hardware, encryption software algorithms and 

encryption keys, the portable processor produces the security packet using 
information from Boxes 657 and 658. The encryption algorithms can 
advantageously be RSA public/private key but might be changed at any 
time related to security issues. Indeed, this security packet, produced in 

30 the secret and secure environment of the portable processor becomes 

indecipherable to the utside world including the processor-based system. 
The only other entity which should have knowledge of the keys to be able 
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to decrypt this packet would be the postal authority in their designated 
mail sorting and scanning centers. 

In Step 653, the security packet is transmitted back as a response to 
the host processor-based system. This indecipherable security packet is 

5 then handled blindly by the program to the point where it is passed on to 
a software function within the program which will encode security packet 
653 into a bar code image. The program then takes this bar code image, 
includes certain other unencrypted information for the visual identification 
of the postage indicia and passes this through the programmer's interface 

10 to the ,r Windows" system to the standard printing facilities of that 

environment in a fashion well known in the art. Also included in this step 
is the passing of the return and designation addresses and all other parts 
of the envelope or other document which must be printed and can vary 
based on user choices before the printing step. 

15 These "Windows" printer drivers, supplied with the "Windows" 

system and apart from the E-Stamp system, can change for any given 
printer installed, isolating an application program such as E-STAMP from 
the innate differences of these printers in a fashion known as "device 
independence" also well known in the art. The driver, in Steps 655 and 

20 656, does its work of printing on the envelope, 654, which has already been 
inserted in the printer. 

POSTAGE STORAGE DEVICE INITIALIZATIO N CONTROL 

The POSTAGE button initialization operation for new (never used 
buttons) is shown in FIGURE 10D beginning at STEP 1040. The 

25 initialization command must first verify, in step 1041, its authority level is 
correct and set at one by the presence of valid and password-unlocked 
master and agent buttons looping back to Step 1041 if not. Provided this 
is the case, in sjtgp, 1042 t foe iin^ must locate a "blank" 

button on the bus to proceed to Step 1043, otherwise looping back to Step 

30 1041. A blank button is defined as one which has pre-loaded operating 
instructions in its internal read-only-memory which are specific to the E- 
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Stamp/Postal authority application outlined in this patent. The operating 
instructions must also be of the type of button being initialized. That is, 
those instructions for a POSTAGE button are somewhat different than 
those for a SECURITY DEVICE button necessitated by the differences in 
5 their operating behaviors and functions. 

When a button, POSTAGE or SECURITY DEVICE type, receives an 
initialization command from system 10, it must first have instructions in it 
to tell it what initialization means and what should be performed to 
accomplish this. Thus, it is the button that initializes itself after receiving 

10 a command from system 10, not system 10 directly writing in memory 
locations within the button. The architecture of the button is such that 
outside influence cannot directly change its operating instructions or 
memory. The host system for the button can only issue commands as 
defined in a narrow set of criteria to the button to make it perform a task 

15 such as initialization, credit or debit operations and repair of damaged 
memory. 

In Step 1043, the actual initialize command is issued from system 10 
to button and response of completed or not must return before the 
time-out period as shown in step 1044 or an error is generated (Step 1045), 

20 otherwise proceeding to Step 1046. 

In step 1046, the positive or negative outcome are displayed on 
system 10 display screen to the agent. The transaction is logged and a 
customer receipt is printed out by POSTAGEMAKER before ending the 
initialization function at Step 1047. 

25 The internal layout of data in RAM for a POSTAGE button is 

depicted in FIGURE 12, as box 1201. 

The POSTAGE button repair operation is shown in FIGURE 10E 
beginning at step 1050. The repair command must first verify, in step 
1051, its authority level is correct and set at one by the presence of valid 

30 and password-unlocked master and agent buttons to proceed to Step 1052, 
otherwise looping to Step 1051. Provided this is the case, in step 1052, the 
repair function must locate a damaged, but still valid POSTAGE button on 
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the bus to proceed to Step 1053, otherwise looping to Step 1051. A 
damaged button is defined as one which has some internal memory 
location(s) which have been lost or changed because of internal program 
errors in the POSTAGE button itself. Another type of "damage" which 
5 may need repair might result if a POSTAGE button had ever been lifted 
from its holder while a system 10 was issuing commands to it and the 
button was in the middle of executing some of those commands and the 
user lifted the button off of its holder. This would then immediately stop 
execution of the internal operating code of the button, perhaps leaving the 

10 results of the intended operation indeterminate. 

A more permanent kind of damage might be the loss of internal 
RAM or ROM which would probably be catastrophic enough that total 
replacement of the button would be in order. Such replacement would 
necessarily dictate marking the button serial number as invalid in the E- 

15 STAMP user registration database and entering the new button serial 
number for that user once it has been replaced and registered. 

In Step 1053, the actual Repair command is issued from system 10 
to the POSTAGE button and response of completed or not must return 
before time-out period as shown in step 1054 to proceed to Step 1056, 

20 otherwise an error is generated (Step 1055). The button must act on this 
command by checking its internal structures insofar as it can to see if all is 
as it should be. If nothing seems out of order, there is no repair work to 
be done. Otherwise, anything that can be reinitialized will be, and in any 
case, the results of the operation are reported back to system 10 and 

25 displayed in Step 1056. Thereafter, the postage button repair operation is 
ended at Step 1057. 

The AGENT button initialization operation is shown in FIGURE 
10F beginning at step 1060. The initialization command must first verify, 
in step 1061, its authority level is correct and set at two by the presence of 

30 a valid and password-unlocked master button looping to Step 1061 if not. 
Provided this is the case, in step 1062, the agent initialization function 
must locate a "blank" button on the bus to proceed to Step 1063, otherwise 
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looping to Step 1061. A blank button is defined as one which has 
pre-loaded operating instructions in its internal read only memory which 
are specific to the E-Stamp/Postal authority application outlined in this 
patent. 

5 As explained above, the operating instructions must also be of the 

type of button being initialized. That is, those instructions for a 
POSTAGE button are somewhat different than those for a SECURITY 
DEVICE button necessitated by the gross differences in their operating 
behaviors and functions. When a button, POSTAGE or SECURITY 

10 DEVICE type, receives an initialization command from system 10, it must 
first have instructions in it to tell it what initialization means and what 
should be performed to accomplish this. Thus, as discussed above, it is the 
button that initializes itself after receiving a command from system 10, not 
system 10 directly writing in memory locations within the button. The 

15 architecture of the button is such that outside influences cannot directly 
change its operating instructions or memory. The host system for the 
button can only issue commands as defined in a narrow set of criteria to 
the button to make it perform a task such as initialization, credit or debit 
operations and repair of damaged memory. 

20 In Step 1063, the actual Initialize command is issued from system 10 

to button and response of completed or not must return before time-out 
period as shown in step 1064 to proceed to Step 1066, otherwise an error 
is generated (Step 1065). 

In Step 1066, the positive or negative outcome is displayed on 

25 system 10 display screen to the agent. Thereafter, the agent button 
initialize operation is ended at Step 1067. The newly formatted agent 
button may now be removed from its holder and distributed to its new 
agent owner. The internal layout of data in RAM for an agent (or master) 
button is depicted in FIGURE 13. 

30 Referring back to FIGURE 10A, and for the sake of further 

discussion and understanding of this POSTAGEMAKER button validation 
process, if a real-world situation presents itself where all three types of 
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buttons: AGENT, MASTER and POSTAGE happen to be on the bus at 
the same time, the proper button is located by its response after a status 
query by system 10 running POSTAGEMAKER. Furthermore, the 
POSTAGEMAKER software has been designed in such a fashion that the 
5 button's physical position on the bus is not of importance. Once a button 
has been located and connected, its position on the bus could physically 
change with no effect to POSTAGEMAKER. This flexibility lends a 
certain forgiveness to order of log on of Master or Agent and 
distinguishing between the two and also between POSTAGE buttons and 
10 the Master or Agent. 

PREFERRED EMBODIMENT - PORTABLE PROCESSOR LAYOUT 

FIGURE 11 depicts a functional layout of the Dallas Semiconductor 
"smart" button 182 which is the preferred embodiment of the portable 
postage dispensing device. The smart button is so called because of its 

15 button-like appearance and small size and built-in memory 1104, 1107 and 
processor (CPU) 1101. It is a microprocessor contained in a hermetically 
sealed metal can with several other hybrid" components which make it 
even more useful in a secure environment. 

Central processing unit (CPU) 1101 is a more efficient copy of the 

20 original 8051 microprocessor of Intel Corporation. Like most 

microprocessors, it executes instructions in sequence out of a memory, in 
this case, 32 Kbytes of read only memory (ROM) 1107. This sequence of 
instructions is sometimes known as a program or as operating code. Any 
process which has been programmed into a CPU will also require data to 

25 represent various control aspects of its task. Most of the data for the E- 
STAMP postage dispensing devices is kept in the 6 Kbytes of random 
access memory (RAM) which are non-volatile. Semiconductor RAM loses 
its contents once power is removed from it, thus its volatile nature. Where 
this unique device draws its power from will be discussed here below. 

30 However, in order to not lose the contents of the RAM between uses of the 
button, a small battery 1103 with a life of 10 years is present. 
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Included is a set of registers 1102 for various uses as discussed 
herein. In addition to the normal registers which are part of the 8051-like 
architecture of the smart button, there are several other general purpose 
registers which provide such features as timed access to particularly 
5 sensitive RAM locations (such as the location of a cryptographic key). 

Another register is used for sequence checking of the operating code of the 
smart button. This feature makes sure that the code is executing in the 
proper sequence and has not somehow jumped out of its normal path of 
execution because of an anomaly of electrical states or due to tampering. 
10 Another register is a real-time clock 1111 which gives the button 
self-sufficiency in knowing what the current time is relative to its 
expiration date and also as an unimpeachable (in the sense that it cannot 
easily be externally tampered with) source of date stamping for the postage 
indicia. 

15 Several other special features have been added just for E-STAMP 

use. There is a 1024-bit modular exponentiator circuit 1105 which can 
handle two 1024-bit operands in extremely high speed. The application of 
this is for the cryptographic chores which are necessary in secure 
communications between system 10 and button 182. Another feature is 

20 random number generator 1108, also for cryptographic algorithm use. 

Another feature is a cyclic redundancy check (CRC) generator 1106 for use 
in communications to verify integrity of data received from system 10. 

One feature, not specific to this system, but necessary all the same 
is a universal asynchronous receiver transmitter (UART) circuit 1109 for 

25 communication with the outside world. This UART makes contact with 

host systems via the metal case surrounding the smart button. This metal 
case must come in contact with an interface circuit bus which is ultimately 
connected to a host system via means well known in the art. The UART 
takes care of the task of sending and receiving bytes of information and 

30 informing the CPU of its status. 

Another function of this circuit is to take "parasitic" power from the 
host interface. This parasitic power is the voltage and current actually 
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used to give the CPU and other circuitry the power it needs to function at 
high speed without the need to draw on the internal battery for anything 
but keeping the contents of the RAM and the real time clock register live. 
Bus 1110 connects all of the internal devices together so that they can 
5 function as a unit The manner in which the UART and parasitic power 
are arranged to interface with the outside world, through the metal can of 
the processor is unique and leads to increased usability for the entire 
device. 



MEMORY LAYOUTS 

10 FIGURE 12 is the layout given to the 6K RAM in the preferred 

embodiment for a postage button. All registration identity, current balance 
and history logging data are stored in box 1201. 

FIGURE 13 is the layout given to the 6K RAM in the preferred 
embodiment for a security device button such as an agent or master. As 

15 can be seen by comparison with FIGURE 12, the SECURITY DEVICE is a 
similar, but limited subset of the POSTAGE memoiy definitions. There is 
just enough data in box 1301 to identify its owner and to provide logging 
services in order to better know how various buttons are being used. 
Referring now to FIGURE 14, the process begins at Step 1400 

20 where a button is initially created and may be given a small token value. 
The button creation is marked by its entry into an "Initial Fill Button 
Inventory Database" simultaneously with its inclusion in a shrink-wrapped 
package of software to be shipped to users of the verification system. Once 
a given software package, button included, has been obtained by a 

25 potential user, he/she must fill out an electronic user registration form 

whose present embodiment is that of a 'Windows" program separate from 
the main program but included with it on the system installation disks. 
The registration program must be executed as part of the installation of 
the system before it can be used to issue postage. The process of the user 

30 filling out the form, sending it and the still-unregistered button back for 
registration to be scanned into the user registration database for 
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registration is represented in Step 1401 and Step 1402. Also included in 
these steps is the removal of the button from the Initial Fill Button 
Inventory Database now that it is a valid registered postage dispensing 
device. In effect, the button, with its unique serial number, was moved 
5 from one inventory to another. Furthermore, as will be seen in future 
steps, the user registration database will be used for far more than just 
normal user registration of a software product. 

Alternatively, the registration of the button may be accomplished 
remotely, utilizing communications means, such as a PSN or LAN, and 

10 methods substantially the same as in remote refilling of the button 
discussed above. Such remote registration would involve the 
communication of information as described above, but transmission of this 
data is accomplished by electronic means rather than the form described 
above. Of course, the use of the above mentioned form may be omitted 

15 even without remote registration by the storage of such information 

electronically, such as, for example, within the postage storage device itself 
or other machine readable media. 

In Step 1403, the user has received back his/her button, now fully 
registered and therefore legal to use in postage transactions. The user 

20 inserts the secure meter (button) in its interface receptacle and invokes the 
system control program on the PC. Once a letter has been produced, with 
a certain amount of postage, this amount of postage is deducted from the 
amount stored in the portable processor (memory) by way of commands 
from the E-STAMP program. The postal indicia with its encrypted form of 

25 user information, postage amount, date, strike counter and other 

information is printed on a label for sticking to an envelope, actually 
printed on an envelope or directly on a document. At this point, the mail 
object is entered into the mail system of the Postal Authority in Step 
1404A. 

30 In Step 1404B, the article of mail has been gathered and sent to a 

central processing facility. In Step 1405, the article of mail is scanned. 
The scan process first decodes the postal indicia using bar code scanning 



WO 98/14909 



PCT/US97/17875 



50 

technology coupled with industrial automation toward the goal of 
validation of the pre-paid rights to send the article of mail. The system, in 
Step 1406, uses a series of criteria and checks to accomplish this. 
Examples of criteria include, (but are not limited to): 1) Just the fact that 
5 the indicia, which was encrypted in the secure environment of the portable 
postage dispensing device, can be decrypted gives a basic comfort level of 
validation; 2) Check against the central user database for validation of 
expiration date, expected balance of meter as of now and special flags for 
lost or stolen portable postage dispensers giving the capability to invalidate 

10 them much in the same way lost or stolen credit cards can be invalidated 
because of their validation against a central database. 

If the article of mail passes, in Step 1407A, the mail is routed to its 
normal destination. However, if the article of mail does not pass one of 
the tests, it is rejected to Step 1407B where an entry is written in an 

15 Anomaly database 1407C of items to be investigated. 

The refill, Step 1408, happens asynchronously to the rest of the 
steps, but is included, nevertheless, because of its contribution to the 
overall process loop. This is performed when a user has used most of the 
pre-paid credit on his/her meter (portable processor) and must return the 

20 portable processor to an authorized refill station, such as the Postal 
Authority. The preferred embodiments may include simply a host 
processor-based system used by one authorized agent to serve walk-up 
clients or an automated process whereby postage processor buttons are 
refill-processed in batches with little human interaction. In either case, 

25 the user provides his/her portable processor (memory) to the authorized 
agent, along with prepayment in the form of check, credit card, ACH, 
electronic funds transfer, or private account. The portable processor is 
credited with the prepayment amount using a PC which is executing to 
accomplish this in a secured and authorized environment. Once the 

30 portable processor has been credited, it is returned to the user, who can 
then continue to freely use the system to issue postage until the next time 
the portable processor must be refilled with pre-paid credits. 
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The other important contribution of the system is its updating of 
the central user database with information on renewed expiration date, 
user pre-paid balance, refilling station identification, etc. This information 
is invaluable in the validation Step 1406. 
5 As discussed above, the process loop gives the benefits of accounting 

and audit-ability of pre-paid electronic postage to the adopting Postal 
Authority. 

While the invention has been shown to work in conjunction with a 
postal indicia system, it should be understood that the indicia is simply a 

10 printed form of a data packet produced by the cooperative effort of the PC 
and the portable processor. The data packet contains information that can 
be used for look up purposes in the database. Thus, the data packet can 
serve to authenticate any data stream coming from the PC or can be to 
authenticate itself, thereby granting a user certain privileges, based upon 

15 the authentication. For example, the data packet could be associated with 
airline tickets, either in printed form or in electronic form. In either 
event, the data packet associated with the document to be checked is 
authenticated to prove the authenticity of the accompanying data. As 
noted, the "other" data can be printed (the data packet would then be 

20 printed and scanned into the system) or the "other" data could be 

electronic (the data packet could then be electronic and read directly). 

Although the invention has been discussed with reference to the 
United States Post Office, it shall be understood that it may be 
advantageously utilized in conjunction with any number of other postal 

25 authorities such as official postal authorities of foreign countries or private 
parcel carriers. Furthermore, the present invention may also be utilized 
where the electronic transfer of monetary indicia is advantageous without 
being limited to the transmission of postal items. 

The aforementioned E-STAMP and POSTAGEMAKER programs 

30 have been shown and described with respect to a 'Windows" operating 
environment on a PC. Of course, other means could be employed for 
implementing the present invention within a host processor-based system. 
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Although the present invention and its advantages have been 
described in detail, it should be understood that various changes, 
substitutions and alterations can be made herein without departing from 
the spirit and scope of the invention as defined by the appended claims. 
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WHAT IS CLAIMED IS : 

1. A closed metering system for transferring a value from a 
portable processor device having representative value stored therein 
coupled to a first processor-based subsystem to selected ones of a plurality 
of affiliated individual processor-based subsystems via a communication 

5 link coupling said first subsystem and said selected affiliated subsystem, 
said closed metering system comprising: 

a second processor-based subsystem, the first subsystem and 
second subsystem being ones of the plurality of affiliated subsystems; 

means, executing at least in part on the second subsystem, for 
10 transferring a predetermined amount of said representative value from the 
portable processor via the communication link to said second subsystem; 
and 

means for printing an indicia having value in the 
predetermined amount of said representative value. 

2. The system set forth in claim 1, wherein the transferring 
means also executes at least in part on the first subsystem. 

3. The system set forth in claim 1, wherein the transferred 
representative value comprises data indicating the indicia to be printed by 
the second subsystem. 

4. The system set forth in claim 1, wherein the transferred 
representative value comprises data indicating a particular value from the 
portable processor. 

5. The system set forth in claim 1, further comprising: 
means for decrementing the representative value from the 

portable processor under control of the first subsystem operating on 
instructions from the second subsystem. 



WO 98/14909 



PCT/US97/17S75 



54 

6. The system set forth in claim 1, further comprising: 
means, under control of a subsystem of said affiliated 

subsystems, for maintaining a transaction log, said transaction log 
recording information associated with said representative value stored in 
5 said portable processor. 

7. The system set forth in claim 1, further comprising: 
means, under control of the first subsystem, for queuing 

requests from other ones of the affiliated subsystems, the requests being 
communicated via the communication link, the requests seeking transfer of 
5 individual predetermined amounts of the representative value from the 
portable processor. 

8. The system set forth in claim 1, further comprising means for 
replenishing said representative value stored within said portable 
processor device, said replenishing means being operable to increment said 
representative value upon a command from a third processor-based 

5 subsystem in information communication with at least one of said first and 
second subsystems. 

9. The system set forth in claim 8, wherein said third subsystem 
is external to said closed metering system. 

10. The system set forth in claim 9, wherein said replenishing 
means operates at least in part on each of said first, second, and third 
subsystems. 

11. The system set forth in claim 8, wherein said replenishing 
means is operable automatically upon occurrence of a predetermined 
condition of said portable processor device. 
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12. The system set forth in claim 11, wherein said condition 
comprises a determination that said representative value stored within 
said portable processor is less than a predetermined value. 

13. The system set forth in claim 1, wherein said first processor- 
based subsystem is a general purpose personal computer. 

14. The system set forth in claim 1, wherein said first processor- 
based subsystem is a dedicated purpose network node. 

15. The system set forth in claim 1, wherein said communication 
link comprises a local area network* 

16. The system set forth in claim 1, wherein said communication 
link comprises a wide area network 

17. The system set forth in claim 1, wherein said communication 
link comprises the Internet 

18. The system set forth in claim 1, wherein said first subsystem 
comprises a mainframe computer subsystem coupled to said 
communication link. 

19. The system set forth in claim 1, wherein said second 
subsystem comprises a mainframe computer subsystem coupled to said 
communication link. 

20. The system set forth in claim 1, wherein the first subsystem 
includes a printer dedicated thereto, and wherein the printing occurs on 
the dedicated printer controlled in part by the first subsystem. 
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21. The system set forth in claim 1, wherein the second 
subsystem includes at least one printer accessible therefrom and wherein 
the printing occurs on a printer selected by the second subsystem. 

22. The system set forth in claim 21, wherein the printing occurs 
on a printer selected by the second subsystem but entirely under control of 
the first subsystem. 

23. The system set forth in claim 1, wherein said printing means 
comprises: 

means for integrating said indicia into a document to be 
printed bearing said indicia, said document being initially generated by a 

5 process operable at least in part on the second subsystem. 

24. The system set forth in claim 23, wherein said process is 
selected from the group consisting of a word processor program, a 
spreadsheet program, a database program, an accounting program, and a 
graphics program. 

25. A computer program product having a computer readable 
medium on which computer readable logic is recorded for distributing 
postage indicia within a private system, said computer program product 
comprising: 

6 means for providing information communication through a 
host processor-based system between a plurality of processor-based 
subsystems and a portable processor having a postage credit 6tored therein 
coupled to a host processor-based subsystem, said private subsystem 
comprising the plurality of processor-based subsystems and the host 

10 subsystem; and 

means, executing at least in part on a particular subsystem of 
the plurality of subsystems, for obtaining a predetermined amount of the 
postage credit from said portable processor by the particular subsystem. 
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26. The computer program product of claim 25, further 
comprising means for refilling said postage credit stored in said portable 
processor, said refilling means operable at least in part on a processor- 
based system external to said private system, said external processor-based 
5 system being in temporary information communication with at least one 
subsystem of said plurality of subsystems. 



27. The computer program product of claim 26, wherein said 
refilling means is activated without user intervention upon a 
predetermined event. 

28. The computer program product of claim 27 wherein said 
event comprises a determination that said postage credit stored in said 
portable processor is below a predetermined threshold. 

29. The computer program product of claim 25, wherein the 
obtaining means executes at least in part on the host subsystem. 

30. The computer program product of claim 25, further 
comprising: 

means, under control of the particular subsystem, for printing 
a postage indicia having a value recognized by a postal authority, the value 
5 of the postage indicia being a function of the predetermined amount of the 
postage credit obtained by the particular subsystem. 

31. The computer program product of claim 30, wherein said 
printing means comprises: 

means for integrating said postage indicia into a document to 
be printed bearing said indicia, said document being initially generated by 
5 a computer program operable on said private subsystem. 
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32. The system set forth in claim 31, wherein said computer 
program is selected from the group consisting of a word processor 
program, a spreadsheet program, a database program, an accounting 
program, and a graphics program. 

33. The computer program product of claim 25, wherein said 
obtaining means comprises: 

a client module for generating a request for said 
predetermined amount of said postage credit, said client module also for 
5 processing a response to said generated request; and 

a server module for processing said request for said 
predetermined amount of said postage credit, said server module also for 
removing said predetermined amount of said postage credit from said 
portable processor, said server module also for generating a response to 
10 said request, said generated response including said predetermined amount 
of said postage credit. 

34. The computer program product of claim 25, wherein the 
generated response comprises data representative of a postage indicia. 

35. The computer program product of claim 25, wherein the 
generated response comprises data representative of a particular value 
from the portable processor. 

36. The computer program product of claim 25, wherein said 
client module is independently executable from said server module. 

37. The computer program product of claim 25, wherein said 
client module executes on at least one subsystem of the plurality of 
subsystems and said server module executes on the host subsystem. 
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38. The computer program product of claim 25, further 
comprising: 

means, under control of said server module, for maintaining a 
transaction log, said transaction log recording information associated with 
said information communication between said server module and said 
client module. 

39. The computer program product of claim 25, further 
comprising: 

means, under control of said server module, for queuing the 
information communication between said server module and multiple ones 
of said client module. 

40. A method for transferring a pecuniary value from a portable 
memory device coupled to a first general purpose processor-based system 
to a second general purpose processor-based system via a communication 
link, said first system and said second system being affiliated, said method 
comprising the steps of: 

temporarily coupling a portable memory device to said first 
processor-based system, said portable memory having stored therein said 
pecuniary value; 

obtaining, by said second processor-based system, via said 
communication link said pecuniary value from said portable memory; and 

printing, by said second system, an indicia having said 
pecuniary value. 

41. The method set forth in claim 40, further comprising the step 

of: 

maintaining a transaction log, said transaction log recording 
information associated with said pecuniary value. 
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42. The method set forth in claim 40, wherein said obtaining step 
further comprises the step of: 

queuing information communication between said first system 
and a plurality of processor-based systems, the information communication 
comprising requests by ones of the plurality of systems for pecuniary value 
from said portable memory. 

43. The method set forth in claim 40, wherein said printing step 
comprises the step of: 

integrating said indicia into a document to be printed bearing 
said indicia, said document being initially generated by a process operable 
at least in part on the second system. 

44. The method set forth in claim 43, wherein said process is 
selected from the group consisting of a word processor program, a 
spreadsheet program, a database program, an accounting program, and a 
graphics program. 

45. A metering system comprising: 

a plurality of processor-based systems each having a 
capability of controlling printing of an indicia of value on a document; 

a network node in information communication with the 
processor systems via an information communication network; 

a refreshable memory device for dispensing monetary 
equivalent value coupled to the node; 

means, controlled by each of the processor systems, for 
requesting a predetermined amount of the monetary equivalent value from 
the node; 

means for the node decrementing the requested amount of 
monetary equivalent value from the memory device; and 
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means for communicating the decremented amount of 
monetary equivalent value from the node to a requesting one of the 
processor systems for printing of the indicia of value on a document. 

46. The metering system set forth in claim 45, further comprising 
means, controlled at least in part by one processor system of the number 
of processor systems, for automatically refreshing said memory device. 

47. The metering system set forth in claim 46, wherein said 
refreshing means comprises information communication with an 
administrative processor-based system authorized to refresh memory 
devices. 

48. The metering system set forth in claim 46, wherein said 
automatic refreshing means operates upon said monetary equivalent value 
being decremented below a predetermined value. 

49. The system set forth in claim 45, wherein the communicating 
means comprises the transmission of a data image of the indicia of value, 
the data image being of a format suitable for printing by the requesting 
one of the processor systems. 

50. The system set forth in claim 45, wherein the communicating 
means comprises the transmission of a data representation of the 
requested amount of monetary equivalent value, the data representation 
being suitable for generation of the indicia of value by the requesting one 
of the processor systems. 

51. The system set forth in claim 45, further comprising: 
means, under control of the node, for maintaining a 

transaction log, said transaction log comprising information associated 
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with decrementing the requested amount of monetary equivalent value 
from the memory device. 

52. A system for transferring a value to a portable processor 
device having representative value stored therein coupled to a first 
processor-based subsystem from a second processor-based subsystem via a 
communication link, said system comprising: 

means, executing at least in part on the first subsystem, for 
establishing said communication link between said portable processor and 
said second system, wherein said first system comprises a plurality of 
processor-based systems in information communication with said portable 
processor, said communication link established by said means providing 
information communication from said second system to said portable 
processor only through said first system; and 

means, executing at least in part on the second subsystem, for 
transferring a predetermined amount of said value to the portable 
processor from said second subsystem via the communication link. 

53. The system set forth in claim 52, wherein said plurality of 
systems comprise a LAN. 

54. The system set forth in claim 52, wherein said establishing 
means operates on at least two processor-based systems of said plurality of 
processor-based systems. 

55. The system set forth in claim 52, wherein at least two 
processor-based systems of said plurality of processor-based systems 
operate to execute a portion of said transferring means. 

56. The system set forth in claim 55, wherein the first subsystem 
blindly passes said predetermined amount of said value from said second 
system to said portable processor device. 
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57. The system set forth in claim 55, wherein the first subsystem 
operates to replenish said value stored within said portable processor 
device upon a command received in said information communication from 
said second system. 

58. The system set forth in claim 52, further comprising: 
means, executing at least in part on the first subsystem, for 

communicating to said second system information indicating said 
predetermined amount of said value to transfer from said second 
subsystem to said portable processor. 

59. The system set forth in claim 58, wherein said communicating 
means comprises: 

means for indicating a method of payment for said 
predetermined amount of value. 

60. The system 6et forth in claim 52, wherein said communication 
link is established upon command of a user of said first subsystem. 

61. The system set forth in claim 52, wherein said communication 
link is established upon detection of information communication 
originating at said second system directed toward said first system. 

62. The system set forth in claim 52, wherein said communication 
link is established automatically upon occurrence of a predetermined 
condition at said portable processor device. 

63. The system set forth in claim 62, wherein said second system 
determines the existence of said condition and causes said communication 
link to be established. 
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64. The system set forth in claim 62, wherein said first system 
determines the existence of said condition and causes said communication 
link to be established. 

65. The system set forth in claim 64, wherein said condition 
comprises a determination that said value stored within said portable 
processor is less than a predetermined value. 

66. The system set forth in claim 64, wherein said condition 
comprises a determination that a time elapsed since a time at which said 
representative value stored within said portable processor device was last 
replenished has exceeded a predetermined amount. 

67. The system set forth in claim 52, wherein the transferred 
predetermined amount of value comprises encrypted data decipherable by 
said portable processor device. 

68. The system set forth in claim 52, further comprising: 
means, under control of said second subsystem, for 

maintaining a transaction log, said transaction log recording information 
associated with said transfer of said predetermined amount of said value to 
5 said portable processor. 

69. The system set forth in claim 52, further comprising: 
means, under control of said portable processor, for 

maintaining a transaction log, said transaction log recording information 
associated with said transfer of said predetermined amount of said value to 
5 said portable processor. 

70. The system set forth in claim 52, wherein said communication 
link comprises a local area network. 
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71. The system set forth in claim 52, wherein said communication 
link comprises a wide area network. 

72. The system set forth in claim 52, wherein said communication 
link comprises the Internet. 

73. The system set forth in claim 52, wherein said communication 
link comprises a public switched network. 

74. A method for transferring monetary equivalent value to a 
portable processor device having monetary equivalent value stored therein 
coupled to a first processor-based system from a second processor-based 
system via an information communication network, said method 

5 comprising the steps of: 

coupling a refreshable memory device for storing monetary 
equivalent value to said first system, wherein said first system is coupled 
to a plurality of associated processor-based systems forming a network 
system; 

10 establishing information communication between said first system 

and said second system via an information communication link; 

said first system requesting a predetermined amount of the 
monetary equivalent value from the second system; 

transferring said predetermined amount of monetary equivalent 
15 value from the second system to the refreshable memory device coupled to 
said first system via said communication link, said predetermined amount 
of monetary equivalent value being passed blindly by said first system from 
said second system to said refreshable memory device; and 

storing the transferred amount of monetary equivalent value within 
20 a register of said refreshable memory device. 

75. The method set forth in claim 74, wherein said requesting 
step comprises the substep of: 
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indicating a method of payment for said predetermined 
amount of monetary equivalent value. 

76. The method set forth in claim 74, wherein said 
communication link comprises information communication means selected 
from the group consisting of a local area network, a wide area network, a 
public switched network, and the Internet 

77. A method for transferring monetary equivalent value from a 
portable processor device having monetary equivalent value stored therein 
coupled to a network node to a plurality of processor-based systems via an 
information communication network, said method comprising the steps of: 

5 coupling a refreshable memory device for dispensing monetary 

equivalent value to a network node; 

establishing information communication between the node and a 
select one of a plurality of processor-based systems via an information 
communication network; 
10 the select one of the plurality of systems requesting a predetermined 

amount of the monetary equivalent value from the node; 

the node decrementing the requested amount of monetary 
equivalent value from the memory device; 

communicating the decremented amount of monetary equivalent 
15 value from the node to the select one of the plurality of systems; and 

the select one of the plurality of processor-based systems printing an 
indicia of value on a document, the indicia of value having the 
decremented amount of monetary equivalent value. 

78. The method of claim 77, further comprising the step of: 
maintaining a transaction log, the transaction log comprising 

information associated with decrementing the requested amount of 
monetary equivalent value from the memory device. 
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79. The method of claim 77, further comprising the step of: 
queuing requests from multiple ones of the plurality of systems. 

80. A network node apparatus for transferring a monetary 
equivalent value from a portable processor device having monetary 
equivalent value stored therein coupled to the network node apparatus to a 
plurality of network nodes via an information communication network, 
said network node apparatus comprising: 

a processor-based system in information communication with 
a plurality of network nodes via an information communication network; 

a refreshable memory device for dispensing monetary 
equivalent value coupled to the processor-based system; 

means for a selected one of the plurality of nodes requesting a 
predetermined amount of the monetary equivalent value from the 
processor-based system, the requesting means also being suitable for 
receiving the requested amount of monetary equivalent value; 

means, executable on the processor-based system, for 
removing the requested amount of monetary equivalent value from the 
memory device; and 

means for communicating the removed amount of monetary 
equivalent value from the processor-based system to the requesting means. 

81. The apparatus set forth in claim 80, wherein the requesting 
means further comprises: 

means for printing the requested amount of monetary 
equivalent value as an indicia by the requesting one of the plurality of 
nodes. 

82. The apparatus set forth in claim 81, wherein the 
communicated monetary equivalent value comprises data representative of 
at least part of the indicia to be printed by the requesting one of the 
plurality of nodes. 
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83. The apparatus set forth in claim 81, wherein the 
communicated monetary equivalent value comprises data representative of 
a particular value from the portable processor. 

84. The apparatus set forth in claim 81, further comprising: 
means, under control of said processor system, for 

maintaining a transaction log recording information associated with said 
requested monetary equivalent value. 

85. The apparatus set forth in claim 81, further comprising: 
means, under control of said processor system, for queuing 

requests from multiple ones of the plurality of nodes. 



86. A postage metering system for distributing and printing 
postage credit contained in a portable processor device through a private 
processor-based network system, said postage metering system comprising: 
a private processor-based network system, said network 
5 system comprising a plurality of general purpose computer systems in 

information communication with each other, said private system restricting 
information communication from processor-based systems not part of said 
plurality of systems; 

a portable processor device containing postage credit 
10 authorized by a postal agency; 

a host general purpose computer system of said plurality of 
systems for removably coupling the portable processor device thereto; 

means, executing on any particular one of the general purpose 
computer systems of said plurality of systems and jointly with the host 
15 system, for obtaining a portion of the postage credit contained within the 
portable processor device by the particular systems; 

means for queuing multiple ones of said plurality of systems 
seeking to obtain a portion of the postage credit contained within the 
portable processor device by the obtaining means; and 
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20 means for printing a postage indicia representing the 

obtained postage credit at a location controlled by the one particular 
general purpose computer. 

87. The system set forth in claim 86, further comprising: 
means, under control of the host system, for maintaining a 

transaction log, said transaction log recording information associated with 
said postage credit contained in the portable processor. 

88. The system set forth in claim 86, wherein the obtained 
portion of the postage credit comprises an electronic image of at least part 
of the postage indicia to be printed. 

89. The system set forth in claim 86, wherein the obtained 
portion of the postage credit comprises data representative of a particular 
value from the portable processor. 

90. The system set forth in claim 86, wherein the printing means 
is at least in part controlled by the host system. 

91. The system set forth in claim 86, wherein the printing means 
is at least in part controlled by the particular one system obtaining a 
portion of the postage credit. 

92. The system set forth in claim 86, further comprising: 
means for automatically replenishing the postage credit 

contained in said portable processor device when a computer system of 
said plurality of computer systems determines said postage credit should 
5 be replenished, said replenishing means to an administrative computer 
system upon said determination. 
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"E-Stomp M - Post N Moil. Inc. 
Software installation & screen prompts. 

1. Determine if E-STAMP program is to be installed as server and client 
modules. Determine the system to be coupled to TMU holder. 

2. Insert disk 1 in drive of system to be coupled to TMU holder. 

3. Select Run... from File menu in Program Manager. 

4. Type b:\setup and click OK (substitute correct drive for b). 

5. Follow instructions on screen. 

6. If E-STAMP program is to be installed as server and client modules or is 

to be installed on multiple systems, upon completion of installation in step 5, 
insert disk 1 in drive of next system. 

7. Repeat steps 3 through 6 until the E-STAMP program has been installed 
on all desired systems. 



Screen 1. 
203 



Screen 1A. 
204A 




Screen IB. 



204B 




1. Input whether E-STAMP is to be installed as server and client modules 

and whether the current system is to be o client or server. 

If server proceed to Screen 1A. If client proceed to Screen IB. 

2.1nput whether E-STAMP is to be installed on multiple systems. 

Proceed to Screen IB. 
Procee d 

1. Connect TMU holder to serial port on server system. 
2.1nsert TMU button in holder. Proceed to Screen 6. 

Proceed 

— * 



1. Input whether E-STAMP or E-STAMP CLIENT hos already been installed 
on a system. If E-STAMP CLIENT has been installed previously 
proceed to Screen 6. 
2.1nsert TMU button in holder. 
3.Switch on your printer, check paper. 
4.Prepare the following information: Full name and address of owner, 
E1N § (if organization), Social Security § (if individual), 
Zip code 5+4, telephone and Fax f. 



~~ r 

TO FIG. 



Proceed 



2B 



FIG. 2A 
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FROM FIG. 2A 




1 



1 legal terms, conditions ond Licensing agreement. 
2.Acceptance of above by clicking Proceed. p roceec j 




1 .Display of "E-STAMP" serial f and TMU serial 
2.Enter owner information 



(non-occessible) 
Proceed 



WARNING.: Verify above information. 
LAST CHANCE 




Proceed 



i 




Screen 5. 



1. Please ensure printer is ON LINE 
2.The above information will be printed in triplicate 
3.Sign and moil two copies to Post N Mail, retain one copy 
21 \f 4 A registration card will be moiled to you to access TMU refilling stations 

Proceed 



I 




INSTALLATION PROCEEDING 
Now copying files... % completed 
Insert diskette $ 2 



Proceed 



Screen 7. 
215- 



INSTALLATION PROCEEDING 
Now copying files... % completed 
Installation completed 



FIG. 2B 
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Post N Moil, Inc. Telephone {713)583-8909 Fox (713)699-0101 

505 Cypress Station Dr. Suite # 505 
Houston, Tx 77030-1612 

"E-Stamp"™ - Registration form 

31 M.M.U. Button Serial #000000001 Dote: April 20, 1994 ^ 

32 ^-E-Stamp Serial #000000001 Time: 01:29 AM JT J 

Registered user. 

Individual Salim G. Kara Socio! Security # 636-18-0137 

Organization Global lmpex, Inc. Employer i.N. # 76-0422781 
35^ Address: 505 Cypress Stotion Dr. 
Suite #505 

City: Houston State: Tx Zipcode+4: 77090- 1612 

I Telephone: (713)583-8909 Fox: (713)699-0101 

Post N Moil License Agreement 

This is a legol agreement between you (on individual or on entity), the end user, and 
Post N Mail, Inc. If you do not agree to the terms of this Agreement, promptly return 
the disk package and accompanying items (including all hardware, written materials and 
binders or other containers) to the place you obtained them for a full refund. 
License 

1. Grant of License. 

2. Term of License. 

3. Copyright. 

4. Other restrictions. 

5. Limited warranty. 

6. Customer remedies. 

7. No Other Warranties. 

8. No Liability for Consequential Damages. 

308 

/ 

Signature 

FIG. 3A 




FIG. 3B FIG. 3C 
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INTERNAL BUTTON CREDIT PROCESS 
400 -x { CREDIT ) 



402- 



407- 



401 

'HAVE WE^ 
RECEIVED A CREDIT 
SECURITY PACKET FROM 
HOST? 

fYES 



VALIDATE CREDIT 
SECURITY PACKET 




UPDATE REFILL BALANCE. 

STRIKE COUNTER AND 
TRANSACTION HISTORY LOG 



408 



/ pin 



FIG. 4 
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INTERNAL BUTTON DEBIT PROCESS 




UPOATE METER BALANCE. 
STRIKE COUNTER AND 
TRANSACTION HISTORY LOG 



i 

CREATE DEBIT SECURITY PACKET 
AND SEND TO HOST FOR USE 
IN PRINTING POSTAL INDICIA 



51oXJED 

FIG. 5 
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POSTAGEMAKER BUTTON VALIDATION 
1000 



' X START ) 




FIG. 10A 
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1019- 



CONNECT TO 
POSTAGE (OR 
'BLANK') BUTTON 



CONNECT 
TO AGENT 
BUTTON 



-1014 



1008 



CONNECT 
TO MASTER 
BUTTON 




1016^1 



DEMAND 
AGENT 
PASSWORD 



DEMAND 
MASTER 
PASSWORD 



IF AUTHORITY LEVEL 
2: AGENT BUTTON 
INITIALIZE 
OPERATIONS 



1022 



1018 



IF AUTHORITY LEVEL 
1: POSTAGE BUTTON 
INITIALIZE. REFILL OR 
REPAIR OPERATIONS 




SET AUTHORITY LEVEL 
2 FOR MASTER AND 
LEVEL 1 FOR AGENT 
AND MASTER BOTH 



FIG. 10B 
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POSTAGEMAKER BUTTON 
REFILL PROCESS 



POSTAGEMAKER BUTTON 
INITIALIZATION PROCESS 



1030^ 



POSTAGE BUTTON: 
REFILL CREDITS 



D 



1040 





POSTAGE BUTTON 
INITIALIZE 



0 



ACCEPT INPUT 
\QZ2-J FOR AMOUNT TO 
BE CREDITED TO 
POSTAGE BUTTON 

I 



1033- 



COMMAND: 
(HOST TO BUTTON) 
CREDIT WITH AMOUNT 





ERROR: 
BUTTON NON- 
RESPONSIVE 




1043 



COMMAND: 
(HOST TO BUTTON) 
INITIALIZE FOR 
POSTAGE USE 



1034 



1035 





YES 




1036 







'DISPLAY RESULTS 
AND PRINTOUT 
A CUSTOMER 
RECEIPT 





ERROR 
BUTTON NON 
RESPONSIVE 

1045 



1037 






YES 




1046 


1 


> s 



DISPLAY RESULTS 
AND PRINTOUT 
A CUSTOMER 
RECEIPT 



FIG. 10C 



1047 



FIG. 10D 
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POSTAGEMAKER BUTTON 
REPAIR PROCESS 



1050 




1053- 



COMMAND: (HOST TO 
BUTTON) REPAIR DAMAGED 
INTERNAL MEMORY DATA 
AREAS OF BUTTON 





ERROR 
BUTTON NON 
RESPONSIVE 

1055 



ON-) 





YES 




1056 







DISPLAY RESULTS 
OF OPERATION 



7 



1057 



FIG. 10E 



POSTAGEMAKER AGENT 
INITIALIZATION PROCESS 



1060 




AGENT BUTTON 
INITIALIZE 



D 




1063- 



COMMAND: 
(HOST TO BUTTON) 
INITIALIZE AS 
AGENT BUTTON 





1064 





YES 




1066 


1 





DISPLAY RESULTS 
OF OPERATION 



i 



7 
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FIG. 10F 
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BLOCK DIAGRAM OF MEMORY LAYOUT FOR PREFERRED 
EMBODIMENT OF PORTABLE POSTAGE PROCESSOR 



3k BYTES NON-VOLATILE STATIC RAM 


CREATION DATE/TIME 


CURRENT BALANCE 


CREATING AGENT ID 


STRIKE COUNTER 


BUTTON TYPE: (POSTAGE) 


BALANCE BEFORE LAST REFILL 


PASSWORD 


LAST REFILL DATE 


USER REGISTRATION ID 


LAST REFILL AMOUNT 


USER NAME 


LAST REFILL AGENT ID 


USER ADDRESS 


LAST REFILL POSTAL LOCATION ID 


USER STATE 


LAST REFILL STATION NUMBER 


USER ZIP 


TRANSACTION LOG 


USER PHONE 


EVENT LOG 


USER FAX 


ENCRYPTION KEYS 



FIG. 12 1201 



BLOCK DIAGRAM OF MEMORY LAYOUT FOR PREFERRED EMBODIMENT OF 
PORTABLE SECURITY DEVICE PROCESSOR FOR AGENT AND MASTER 



3k BYTES NON-VOLATILE STATIC RAM 


CREATION DATE/TIME 


TRANSACTION LOG 


CREATING MASTER ID 


EVENT LOG 


BUTTON TYPE: (AGNT OR MSTR) 


ENCRYPTION KEYS 


PASSWORD 




AGENT REGISTRATION ID 




AGENT NAME 




AGENT LOCATION ADDRESS 




AGENT STATE 




AGENT ZIP 




AGENT PHONE 







FIG. 13 1301 
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